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Abstract

We introduce a universal framework for characterizing the
statistical efficiency of a statistical estimation problem with
differential privacy guarantees. Our framework, which we
call High-dimensional Propose-Test-Release (HPTR), builds
upon three crucial components: the exponential mechanism
from (McSherry and Talwar|2007), robust statistics, and the
Propose-Test-Release mechanism from (Dwork and Le1|2009).
Gluing all these together is the concept of resilience, which
is central to robust statistical estimation. Resilience guides
the design of the algorithm, the sensitivity analysis, and the
success probability analysis of the test step in Propose-Test-
Release. The key insight is that if we design an exponential
mechanism that accesses the data only via one-dimensional
robust statistics, then the resulting local sensitivity can be
dramatically reduced. Using resilience, we can provide tight
local sensitivity bounds. These tight bounds readily translate
into near-optimal utility guarantees in several cases. We give
a general recipe for applying HPTR to a given instance of a
statistical estimation problem and demonstrate it on canonical
problems of mean estimation, linear regression, covariance
estimation, and principal component analysis. We introduce
a general utility analysis technique that proves that HPTR
nearly achieves the optimal sample complexity under several
scenarios studied in the literature.

1 Introduction

Estimating a parameter of a distribution from i.i.d. samples
is a canonical problem in statistics. For such problems, char-
acterizing the computational and statistical cost of ensuring
differential privacy (DP) has gained significant interest with
the rise of DP as the de facto measure of privacy. This is
spearheaded by exciting and foundational algorithmic ad-
vances, e.g., (Barber and Duchi|2014} [Karwa and Vadhan
2017; [Kamath et al.|2019; [Kamath, Singhal, and Ullman
2020; |Cai, Wang, and Zhang||2019). However, the computa-
tional efficiency of these algorithms often comes at the cost
of requiring superfluous assumptions that are not necessary
for statistical efficiency, such as known bounds on the pa-
rameters or knowledge of higher-order moments. Without
such assumptions, the optimal sample complexity remains
unknown even for canonical statistical estimation problems
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under differential privacy. Further, each algorithm needs to be
customized to those assumptions or to the problem instances.

We take an alternative route of focusing only on the statis-
tical cost of differential privacy without concerning computa-
tional efficiency. Our goal is to introduce a general unifying
framework that (i) can be readily applied to each problem in-
stance; (4¢) provides a tight characterization of the statistical
complexity involved; and (#7¢) requires minimal assumptions.
Achieving this goal critically relies on three key ingredients:
the exponential mechanism introduced in (McSherry and Tal{
war |2007), robust statistics, and the Propose-Test-Release
mechanism introduced in (Dwork and Lei2009). We first
explain these three components of our approach, and next
demonstrate the utility of our proposed framework, which
we call High-dimensional Propose-Test-Release (HPTR), in
canonical example problems of mean estimation, linear re-
gression, covariance estimation, and principal component
analysis.

Exponential mechanism and sensitivity. Differential pri-
vacy (DP) is an agreed upon measure of privacy that pro-
vides plausible deniability to the individual entries. Given
a dataset S of size n and its empirical distribution pg =
(1/n) 32, cg Oa,» its neighborhood is defined as Ng = {S" :
|S'] = |S|,drv(Ps, ps’) < 1/n}, which is a set of datasets
at Hamming distancepj at most one from S and drv () is the
total variation. Plausible deniability is achieved by introduc-
ing the right amount of randomness. A randomized estimator
0(S) is said to be (e, §)-differentially private for some target
e>0and 6 € [0,1]if P(A(S) € A) < eP(8(S') € A) + 4,
for all neighboring datasets .S, S” and all measurable subset
A C RP (Dwork et al.|2006). Consider a binary hypothesis
testing on two hypotheses, Hj : the estimate came from a
dataset S and H; : the estimate came from a dataset S’ that
is a neighbor of S. The DP condition with sufficiently small
(e, 0) ensures that an adversary cannot succeed in this test
with high confidence (Kairouz, Oh, and Viswanath|[2015)),
which provides plausible deniability.

The sensitivity plays a crucial role in designing DP es-
timators. Consider an example of mean estimation, where

"There are two notions of a neighborhood in DP, which are
equally popular. We use the one based on exchanging an entry, but
all the analyses can seamlessly be applied to the one that allows for
insertion and deletion of an entry.



the error is measured in the Mahalanobis distance defined
as D,(i1) = HE;l *(h — pp)ll, where p, and %, are
mean and covariance of the sample generating distribu-
tion p. This is a preferred error metric as it has unit vari-
ance in all directions and is invariant to a linear transfor-
mation of the samples. A corresponding empirical loss is

D (i) = HZ;SI/Q (ft — ppg)|l- The exponential mechanism
from (McSherry and Talwan2007) produces an (e, 0)-DP es-
timate i by sampling from a distribution that approximately
and stochastically minimizes this empirical loss:

1 N
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where Z(S) = [exp{—(e/2A)D;(jt)djr. The sensitivity
is defined as A := max; s s7en [Dps (/) — Dpy, (f1)]- This
is how much influence one data point has on the loss. From
this definition, the (g, 0)-DP guarantee follows immediately
(e.g., Lemma[A.3).

Using the exponential mechanism is crucial in HPTR
for two reasons: adaptivity and flexibility. First, it naturally
adapts to the geometry of the problem, which is encoded in
the loss. For example, a more traditional Gaussian mecha-
nism (Dwork and Roth|2014) needs to estimate >J,, privately
in order to add a Gaussian noise tailored to that estimated >,
which increases the sample complexity significantly. On the
other hand, the exponential mechanism seamlessly adapts to
3}, without explicitly and privately estimating it. Further, the
exponential mechanism allows us significant flexibility to de-
sign different loss functions, some of which can dramatically
reduce the sensitivity. Discovering such a loss function is the
main focus of this paper.

One major challenge is that the sensitivity is unbounded
when the support of the distribution is unbounded. A common
solution is to privately estimate a bounded domain that the
samples lie in and use it to bound the sensitivity (e.g., (Karwa
and Vadhan|[2017; [Kamath et al.[[2019; [Liu et al.[|2021)).
We propose a fundamentally different approach using robust
statistics.

Robust statistics and resilience. The resilience proposed
in (Steinhardt, Charikar, and Valiant|2018)) plays a critical
role in robust statistics. For the mean, for example, a dataset
S is said to be (a, p)-resilient for some v € [0, 1] and p > 0
if for all v € R? with ||v|| = 1 and all subset T' C S of size
atleast |T'| > an,

[0 1pe) = (0, 1pe) | < 2. (M
A more precise statement is in Definition This measures
how resilient the empirical mean is to subsampling or dele-
tion of a fraction of the samples. This resilience is a central
concept in robust statistical estimation when a fraction of the
dataset is arbitrarily corrupted by an adversary (Steinhardt:
Charikar, and Valiant 2018} [Zhu, Jiao, and Steinhardt/[2019).
We show and exploit the fact that resilience is fundamentally
related to the sensitivity of robust statistics.
For each direction v € R? with ||v| = 1, we construct
a robust mean of a one-dimensional projected dataset, also

known as trimmed mean, S, = {{v,x;) € R}, es, as fol-
lows. For some « € [0,1/2), remove an data points cor-
responding to the largest entries in .S, and also remove the
an smallest entries. The mean of the remaining (1 — 2a)n
points is the robust one-dimensional mean, which we denote

by (v, ué:Ob"St)> € R. From the resilience above, we know

that the mean of the removed top part is upper bounded by
(v, ttpg) + p/a. The mean of the removed bottom part is
lower bounded by (v, 1154) — p/c. Hence, the effective sup-
port of this robust one-dimensional mean estimator is upper

and lower bounded by the same. This can be readily trans-

lated into a bound in sensitivity of the estimate, (v, ug;(’busw)

(e.g., Lemma [B.TI)). A similar sensitivity bound holds for

. R . . T« (robust)
robust one-dimensional variance estimator, v ¥; v
defined similarly.

We propose an approach that critically relies on this ob-
servation that one-dimensional robust statistics have low
sensitivity on resilient datasets, i.e., datasets satisfying the
resilience property with small p.

This suggests that if we can design a score function that
only depends on one-dimensional robust statistics of the data,
it might inherit the low sensitivity of those robust statistics.
To this end, we first transform the target error metric into an
equivalent expression that only depends on one-dimensional
(population) mean, (v, p,,), and variance, vTEpv, ie.,

)

S—1/2(4 _ — max A O
I 2 )] =

which follows from Lemma [B.1] Next, we replace the pop-
ulation statistics with robust empirical ones to define a
new empirical loss, Dj(fi) = max,cpd |y|=1({v, 1) —

(v, uz(;:’bus’t)»/q / UTZI(;UObUSt) v. Precise definitions of these

robust statistics can be found in Eq. (3). For resilient datasets,
such a score function has a dramatically smaller sensitivity
compared to those that rely on high-dimensional robust statis-
tics. For mean estimation under a sub-Gaussian distribution,
the sensitivity of the proposed loss is O(1/n), whereas a

loss using a high-dimensional robust statistics has Q(v/d/n)
sensitivity.

Such an improved sensitivity immediately leads to a better
utility guarantee of the exponential mechanism. We explicitly
prescribe such loss functions for the canonical problems of
mean estimation, linear regression, covariance estimation,
and principal component analysis. This leads to near-optimal
utility in most cases and improves upon the state-of-the-art
in others, as we demonstrate in Section@ Further, this ap-
proach can potentially be more generally applied to a much
broader class of problems. One remaining challenge is that
the tight sensitivity bound we provide holds only for a re-
silient dataset. To reject bad datasets, we adopt the Propose-
Test-Release (PTR) framework pioneered in the seminal work
of (Dwork and Lei/2009)).

Propose-Test-Release and local sensitivity. The tight sensi-
tivity bound we provide on the proposed exponential mech-
anism is local in the sense that it only holds for resilient
datasets. However, differential privacy must be guaranteed



for any input, whether it is resilient (with desired level of «
and p) or not. We adopt Propose-Test-Release introduced in
(Dwork and Lei[2009)) to handle such locality of sensitivity.
In the first step, one proposes an upper bound on the sensi-

tivity of the loss Dg(#), determined by the resilience of the
dataset, which in turn is determined solely by the distribution
family of interest and the target error rate. In the second step,
one tests if the combination of the given dataset S, sensitivity

bound A, and the exponential mechanism with loss Dg(6)
satisfy the DP conditions. A part of the privacy budget is
used to test this in a differential private manner, such that
the subsequent exponential mechanism can depend on the
result of this test, i.e., we only proceed to the third step if S
passes the test. Otherwise, the process stops and outputs a
predefined symbol, L. In the third step, one releases the DP
estimate via the exponential mechanism. This ensures DP for
any input S. We are adopting the Propose-Test-Release mech-
anism pioneered in (Dwork and Lei12009), which we explain
in detail in Appendix [Al The resulting framework, which
we call High-dimensional Propose-Test-Release (HPTR) is
provided in Section

Contributions. We introduce a novel (computationally inef-
ficient) algorithm for differentially private statistical estima-
tion, with the goal of characterizing the achievable sample
complexity for various problems with minimal assumptions.
The proposed framework, which we call High-dimensional
Propose-Test-Release (HPTR), makes a fundamental connec-
tion between differential privacy and robust statistics, thus
achieving a sample complexity that significantly improves
upon other state-of-the-art approaches. HPTR is a generic
framework that can be seamlessly applied to various statisti-
cal estimation problems, as we demonstrate for mean estima-
tion, linear regression, covariance estimation, and principal
component analysis. Further, our analysis technique, which
requires minimal assumptions, also seamlessly generalizes
to all problem instances of interest.

HPTR uses three crucial components: the exponential
mechanism, robust statistics, and the Propose-Test-Release
mechanism from (Dwork and Lei|2009). Building upon the
inherent adaptivity and flexibility of the exponential mecha-
nism, we propose using a novel loss function (also called a
score function in a typical design of exponential mechanisms)
that accesses the data only via one-dimensional robust statis-
tics. The use of 1-D robust statistics is critical, because it
dramatically reduces the sensitivity. We prove this sensitivity
bound using the fundamental concept of resilience, which
is central in robust statistics. This novel robust exponential
mechanism is incorporated within the PTR framework to
ensure that differential privacy is guaranteed on all input
datasets, including those that are not necessarily compliant
with the statistical assumptions. One byproduct of using ro-
bust statistics is that robustness comes for free. HPTR is
inherently robust to adversarial corruption of the data and
achieves the optimal robust error rate under standard data
corruption models.

We present informal version of our main theoretical re-
sults in Section We present HPTR algorithm in detail
in Section Detailed explanations of the setting, main

results, and the proofs for each instance of the problems are
presented in Appendices for mean estimation, linear
regression, covariance estimation, and principal component
analysis, respectively.

Notations. Let [n] = {1,2,...,n}. For x € R, we use
]| = (X (x:)*)"/? to denote the Euclidean norm. For

X € R4*%2 we use || X|| = max,|,=1 || Xvl|2 to denote
the spectral norm. The d x d identity matrix is I;x 4. The Kro-
necker product is denoted by  ® y for z € R% and y € R%,
such that ( ® y)(i—1)a+; = ®iy; fori € [di] and j € [da].
Whenever it is clear from context, we use S to denote both
a set of data points and also the set of indices of those data
points. We use S ~ S’ to denote that two datasets S, S’ of
size n are neighbors, such that dry (ps,ps/) < 1/n where
drv (+) is the total variation and pg is the empirical distribu-
tion of the data points in .S. We use 1(S) and X(.5) to denote
mean and covariance of the data points in a dataset .S, respec-
tively. We use y1,, and X, to denote mean and covariance of
the distribution p.

1.1 Main results and related work

For each canonical problem of interest in statistical estima-
tion, HPTR can readily be applied to, in most cases, signifi-
cantly improve upon known achievable sample complexity.
Most of the lower bounds we reference are copied in Ap-
pendix [H] for completeness.

DP mean estimation We apply our proposed HPTR frame-
work to the standard DP mean estimation problem, where
ii.d. samples S = {z; € R?}" | are drawn from a distri-
bution P, s with an unknown mean p (which corresponds
to @ in the general notation) and an unknown covariance
3 > 0, and we want to produce a DP estimate /i of the mean.
The resulting error is measured in Mahalanobis distance,
Dp, . (ft) = |~ Y2(f1 — p)||, which is scale-invariant and
naturally captured the uncertainty in all directions.

This problem is especially challenging as we aim for a

tight guarantee that adapts to the unknown X as measured in
the Mahalanobis distance without enough samples to directly
estimate X as we explain below. Despite being a canonical
problem in DP statistics, the optimal sample complexity is
not known even for standard distributions: sub-Gaussian and
heavy-tailed distributions. We characterize the optimal sam-
ple complexity of the two problems by providing the guar-
antee of HPTR and the matching sample complexity lower
bounds. A precise definition of sub-Gaussian distributions is
provided in Eq. (ZI).
Theorem 1 (DP sub-Gaussian mean estimation algorithm,
Corollaryinformal). Consider a dataset S = {x; €
R, of n i.i.d. samples from a sub-Gaussian distribu-
tion with mean p and covariance . There exists an (€,0)-
differentially private algorithm [i(.S) that given

~ d d
n = Of((?—i_%) R
achieves Mahalanobis error 12-Y2(a(S) — p)|| < & with

probability 1 — (, where O¢ ¢ hides the logarithmic depen-
dency on £, ¢ and we assume § = e~ 9@,



HPTR is the first algorithm for sub-Gaussian mean estima-
tion with unknown covariance that matches the best known
sample complexity lower bound of n = Q(d/&% + d/(&¢))
from (Karwa and Vadhan|[2017; [Kamath et al.|2019) up to
logarithmic factors in error £ and failure probability (. Ex-
isting algorithms are suboptimal as they require either larger
sample size or strictly Gaussian assumptions.

Advances in DP mean estimation started with computa-
tionally efficient approaches of (Karwa and Vadhan/2017;
Kamath et al.|2019; [Barber and Duchi|2014)). We discuss
the results as follows, and omit the polynomial factors in
log(1/6). When the covariance ¥ is known, Mahalanobis

error & can be achieved withn = O(d/&2 4+ d/(&¢)) samples.
Under a relaxed assumption that I; 4 = ¥ < kl;xg with
a known k, n = O(d/¢% + d/(&€) + d'5 /) samples are
required using a specific preconditioning approach tailored
for the assumption and the knowledge of . For general un-
known X, O(d?/£2 +d? /(&€)) samples are required using an
explicit DP estimation of the covariance. Empirically, further
gains can be achieved with CoinPress (Biswas et al.[2020)).

Computationally inefficient approaches followed with a
goal of identifying the fundamental optimal sample com-
plexity with minimal assumptions (Bun et al.|2019; |Aden
Al1, Ashtiani, and Kamath!/2020). For the unknown covari-
ance setting, the best known result under Mahalanobis er-
ror is achieved by (Brown et al.||[2021). Through analyz-
ing the differentially private Tukey median estimator in-
troduce in (Liu et al.[2021), (Brown et al. [2021) shows
that n = O(d/&* + d/(&e)) is sufficient even when the
covariance is unknown. However, the approach heavily re-
lies on the assumption that the distribution is strictly Gaus-
sian. For sub-Gaussian distributions, (Brown et al./[2021)
proposes a different approach achieving sample complex-
ity of n = O(d/€2 + d/(¢<?)) samples with a sub-optimal
(1/£?) dependence.

Beyond the sub-Gaussian setting, it is natural to con-
sider the DP mean estimation for distributions with heavier
tails. We apply HPTR framework to the more general mean
estimation problems for hypercontractive distributions. A
distribution P, 5; with mean £ and covariance ¥ is (k, k)-
hypercontractive if for all v € R, B, py [|(v, (z — p))[F] <
k¥ (v Xv)*/2. The assumption of hypercontractivity is sim-
ilar to the bounded k-th moment assumptions, except re-
quiring an additional lower bound on the covariance. This
additional assumption is necessary for our setting to make
sure the Mahalanobis error guarantee is achievable. We state
our main result for hypercontractive mean estimation as fol-
lows. For simplicity of the statement, we assume k, x are
constants.

Theorem 2 (DP hypercontractive mean estimation algorithm,
Corollary informal). Consider a dataset S = {z; €
R of n ii.d. samples from a (k, k)-hypercontractive
distribution with mean p and covariance Y. There exists an
(e, 9)-differentially private algorithm [i(S) that given

~ rd d
n = Od(§72+€£1+1/(k371)> )

achieves Mahalanobis error | S~/2(i(S) — p)|| < & with

probability at least 0.99, where Oy hides a logarithmic factor
on d, and we assumes § = e~ (D

We prove an n = Q(d/e£ /(=1 sample complexity
lower bound for hypercontractive DP mean estimation in
Proposition [B.T8]to show the optimality of our upper bound
result. Notice that the first term O4(d/£2) in the upper bound
cannot be improved up to logarithmic factors even if we do
not require privacy, thus HPTR is the first algorithm that
achieves optimal sample complexity for hypercontractive
mean estimation under Mahalanobis distance up to logarith-
mic factors in d. When the covariance is known, an exist-
ing DP mean estimator of (Kamath, Singhal, and Ullman
2020) achieves a stronger (¢, 0)-DP with a similar sample
size of n = O(d/€? + d/(e£*+/(*=1))), and no prior result
is known for the unknown covariance case.

DP linear regression We apply HPTR framework to DP
linear regression. Given i.i.d. samples S = {(z4,¥:) }ic[n]
from a distribution P s 2 of a linear model: y; =z 8+,
where the input 2; € R? has zero mean and covariance ¥
and the noise 7; € R has variance 2 satisfying E[z;7;] = 0,
the goal of DP linear regression is to output a DP estimate
B of the unknown model parameter 3, without knowledge
about the covariance Y. The resulting error is measured in

Dp, . (3) = (1/7)||2Y/2(3 — B)|| which is equivalent to

B
the standard root excess risk of the estimated predictor B.
Similar to Mahalanobis distance for mean estimation, this
is challenging as we aim for a tight guarantee that adapts to
the unknown ¥ without having enough samples to directly
estimate .

Theorem 3 (DP sub-Gaussian linear regression, Corol-
lary [C.16]informal). Consider a dataset S = {(z;, y:)}7—;
generated from a linear model y; = x; B + n; for some
B € R?, where {xi}icin) are i.i.d. sampled from zero-mean
d-dimensional sub-Gaussian distribution with unknown co-
variance ¥, and {1; };c[n) are i.i.d. sampled from zero mean
one-dimensional sub-Gaussian with variance 2. We further
assume the data x; and the noise ; are independent. There

exists a (e, 8)-differentially private algorithm (3(S) that given
~ d d
n = OE:C(§+¥) 5

achieves error (1/) ISY2(B(S) — B)|| < € with probability

1 — ¢, where O¢ ¢ hides the logarithmic dependency on &, ¢
and we assume § = e~ (4,

HPTR is the first algorithm for sub-Gaussian distributions
with an unknown covariance X that up to logarithmic factors
matches the lower bound of n = Q(d/&2+d/(¢¢)) assuming
e < land§ < n~ ' for some w > 0 from (Cai, Wang,
and Zhang|2019| Theorem 4.1). An existing algorithm for
DP linear regression from (Cai, Wang, and Zhang|[2019) is
suboptimal as it require X to be close to the identity matrix,
which is equivalent to assuming that we know X. (Dwork
and Lei1|2009) proposes to use PTR and B-robust regression
algorithm from (Hampel et al.|1986)) for differentially private



linear regression under i.i.d. data assumptions (also expo-
nential time), but only asymptotic consistency is proven as
n — oco. Under an alternative setting where the data is deter-
ministically given without any probabilistic assumptions, sig-
nificant advances in DP linear regression has been made (Vu
and Slavkovic|2009; Kifer, Smith, and Thakurta/[2012} [Mir
2013} Dimitrakakis et al.[2014; Bassily, Smith, and Thakurta
2014} |Wang, Fienberg, and Smola|2015j |[Foulds et al.|2016;
Minami et al.[2016; Wang|2018}, [Sheffet|2019). The state-of-
the-art guarantee is achieved in (Wang|2018;} Sheffet|2019))
which under our setting translates into a sample complexity
of n = O(d"®/(&g)). The extra d'/? factor is due to the
fact that no statistical assumption is made, and cannot be im-
proved under the deterministic setting (not necessarily i.i.d.)
that those algorithms are designed for.

Similar to mean estimation, we also consider the DP lin-
ear regression for distributions with heavier tails, and apply
HPTR framework to the linear regression problem under
(k, k)-hypercontractive distributions (see Definition [B.14).
HPTR can handle both independent and dependent noise,
and we state the independent noise case here the dependent
noise case in Appendix [C.3] For simplicity of the statement,
we assume k, k are constants.

Theorem 4 (DP hypercontractive linear regression with inde-
pendent noise, Corollary informal). Consider a dataset
S = {(zi,y:)}1-, generated from a linear model y; =
x] B+n; for some B € RY, where {®i}icin) arei.id. sampled
from zero-mean d-dimensional (k, k)-hypercontractive distri-
bution with unknown covariance ¥ and n; are i.i.d. sampled
from zero mean one-dimensional (k, k)-hypercontractive dis-
tribution with variance 2. We further assume the data x; and
the noise {n; }icn) are independent. There exists an (¢, 0)-

differentially private algorithm (3 (S) that given

~ d d
n = Od({z + el +1/(h—1) ) ;

achieves error (1/) |51/2(B3(S) — B)|| < € with probability
0.99, where Oq4 hides a logarithmic factor on d, and we
assume § = e~

The first term in the sample complexity cannot be im-
proved as it matches the classical lower bound of linear re-
gression even without privacy constraint. For the second term,
the sub-Gaussian lower bound of n = Q(d/(g£)) from (Cai.
Wang, and Zhang|2019] Theorem 4.1) continues to hold in the
hypercontractive setting. We do not have a matching lower
bound for the second term. To the best of our knowledge,
HPTR is the first algorithm for linear regression that guar-
antees (&, 0)-DP under hypercontractive distributions with
independent noise.

When applied to the setting where noise 7; is dependent
on the input vector x;, HPTR is the first algorithm for linear
regression that guarantees (£, ¢)-DP. We refer the readers to
Appendix for more detailed description of our result.

DP covariance estimation We present HPTR applied to
covariance estimation from i.i.d. samples under a Gaussian
distribution A/ (0, ). The main reason for this choice is that

the Mahalanobis error |2~ /25%1/2 — 14, 4|  of the Kro-
necker product x; ® z; is proportional to the natural error met-
ric of total variation for Gaussian distributions. The strength
of HPTR framework is that it can be seamlessly applied to
general distributions, for example sub-Gaussian or heavy-
tailed, but the resulting Mahalanobis error becomes harder to
interpret as it involves respective fourth moment tensors.

Theorem 5 (DP Gaussian covariance estimation, Corol-
lary informal). Consider a dataset S = {x;}"
of n i.id. samples from N(0,%). There exists a (g,0)-
differentially private estimator S that given

n = O§’<(£+L§i>’

achieves error ||Ej1/2f3271/2 —YLaxallr < & with probabil-
ity 1 — ¢, where O¢ ¢ hides the logarithmic dependency on
&, ¢ and we assume § = e~ 9@,

This Mahalanobis distance guarantee (for the Kronecker
product, {z; ® z;}, of the samples) implies that the es-
timated Gaussian distribution is close to the underlying
one in total variation distance (see for example (Kamath
et al| 2019, Lemma 2.9)): dryv(N(0,%),N(0,%)) =
O(||2~12881/2 — 14.4lF) = O(€). The sample com-
plexity is near-optimal, matching a lower bound of n =
Q(d?/€2 +min{d?,1og(1/8)}/(€)) up to a logarithmic fac-
tor when § = e¢~©(@_ The first term follows from the clas-
sical estimation of the covariance without DP. The second
term follows from extending the lower bound in (Kamath
et al. 2019) constructed for pure differential privacy with
0 = 0 and matches the second term in our upper bound when
§ = e=©(@) We note that a similar upper bound is achieved
by the state-of-the-art (computationally inefficient) algorithm
in (Aden-Ali, Ashtiani, and Kamath|2020), which improves
over HPTR in the lower order terms not explicitly shown in
this informal version of our theorem. Both HPTR and (Aden
Ali, Ashtiani, and Kamath|2020; Amin et al.|2019) improve
upon computationally efficient approaches of (Karwa and
Vadhan|2017} [Kamath et al.|2019) which require additional
assumption that I;x 4 < ¥ <X kI x4 with a known x.

DP principal component analysis We apply HPTR to the
task of estimating the top PCA direction from i.i.d. samples

Theorem 6 (DP sub-Gaussian principle component analy-
sis, Corollary [E.5). Consider a dataset S = {x; € R},
of n i.i.d. samples from a zero-mean sub-Gaussian distri-
bution with unknown covariance Y. There exists an (g,0)-
differentially private estimator u that given

n = Og,g(giQJri),

e€
achieves error 1 — % < & with probability 1 — (, where

O~57< hides the logarithmic dependency on &, ¢ and we assume
§ = e 0D,

HPTR is the first estimator for sub-Gaussian distributions
to nearly match the information-theoretic lower bound of



n = Q(d/&* + min{d,log(1/8)}/(€)) as we showed in
Proposition The first term (d/£2) is unavoidable even
without DP (Proposition [E.7). The second term in the lower
bound follows from Proposition [E.6] which matches the sec-
ond term in the upper bound when § = e~ ©(%)_ Existing DP
PCA approaches from (Blum et al.|2005; |(Chaudhuri, Sarwate.
and Sinha[2013}; |[Kapralov and Talwar|[2013; Dwork et al.
2014} |[Hardt and Roth|[2012} [2013}; |Hardt2013) are designed
for arbitrary samples not necessarily drawn i.i.d. and hence re-
quire a larger samples size of n = O(d/¢2+d'5 /(£¢)). This
is also unavoidable for more general deterministic data, as it
matches an information theoretic lower bound (Dwork et al.
2014)) under weaker assumptions on the data than i.i.d. Gaus-
sian.

Theorem 7 (DP hypercontractive principle component analy-
sis, Corollary [E.10). Consider a dataset S = {z; € R4},

of n i.i.d. samples from a zero-mean (k, k)-hypercontractive
distribution with unknown covariance %. There exists an
(e, 6)-differentially private estimator @ that given

_ 5 d d
n = f»(i( £(@k—2)/(k~2) + e£1+2/(k=2) ) ’

achieves error 1 — UHEEH“ < & with probability 0.99, where

O.f,d hides the logarithmic dependency on &, d and we assume
§ = 0W),

HPTR is the first estimator for hypercontrac-
tive distributions to guarantee differential privacy
for PCA with sample complexity scaling as O(d).
As a complement of our algorithm, we proved a
n = Qd/¢€ + min{dlog(1/5)}/ (£ "))
information-theoretic lower bound in Proposition [E.TT} The
first term ©(d/£?) in the lower bound is needed even without
DP, and there is a gap of factor O(¢~2/(*=2)) compared to
the first term in our upper bound. The second term in the

lower bound matches the last term in the upper bound when
§ =),

1.2 Algorithm

The proposed High-dimensional Propose-Test-Release
(HPTR) is not computationally efficient, as the TEST step
requires enumerating over a certain neighborhood of the in-
put dataset and the RELEASE step requires enumerating over
all directions in high dimension. The strengths of HPTR is
that () the same framework can be seamlessly apphes to
many problems as we demonstrate in Appendices .—.; i1)
a unifying recipe can be applied for all those instances to
give tight utility guarantees as we explicitly prescribe in Sec-
tion[1.2} and (#74) the algorithm is simple and the analysis is
clear such that it is transparent how the distribution family of
interest translates into the utility guarantee (via resilience).
As a byproduct of the simplicity of the algorithm and clar-
ity of the analysis, we achieve the state-of-the-art sample
complexity for all those problem instances with minimal
assumptions, oftentimes nearly matching the information the-
oretic lower bounds. As a byproduct of the use of robust
statistics, we guarantee robustness against adversarial corrup-

tion for free (e.g., Theorems [14).

We describe the framework for general statistical estima-
tion problem where data is drawn i.i.d. from a distribution
represented by two unknown parameters § € RP and ¢
and is coming from a known family of distributions. An
example of a problem instance of this type would be mean
estimation from heavy-tailed distributions that are (s, k)-
hypercontractive with unknown mean p (which in the general
notation is #) and unknown covariance 3. (which corresponds
to ¢).

The main component is an exponential mechanism in RE-
LEASE step below that uses a loss function Dg(6) and a
support B g defined as

Ts—{QERp Ds()ST}

Bounding the support of the exponential mechanism is im-

portant since the sensitivity also depends on 6 in many prob-
lems of interest. We discuss this in detail in the example of
mean estimation in Appendix[B.2] The specific choices of the
threshold 7 only depends on the tail of the distribution family
of interest and not the parameters 6 or ¢ or the data. In partic-
ular, we use the resilience property of the distribution family
to prescribe the choice of 7 for each problem instance that
gives us the tight utility guarantees. As explained in Section[]
we use one-dimensional robust statistics to design the loss
functions, which we elaborate for each problem instances
in Appendices where we also explain how to choose
the sensitivity for each case based on the resilience of the
distribution family only.

After we PROPOSE the choice of the sensitivity A and
threshold 7 for the problem instance in hand, we TEST to
make sure that the given dataset S is consistent with the as-

sumptions made when selecting Ds(é), A, and 7. This is
done by testing the safety of the exponential mechanism, by
privately checking the margin to safety, i.e., how many data
points need to me changed from S for the exponential mech-
anism to violate differential privacy conditions. If the margin
is large enough, HPTR proceeds to RELEASE. Otherwise, it
halts and outputs L. A set of such unsafe datasets is defined
as

UNSAFE(. 5., = {S’ C R¥" 38" ~ § and IE C RP
such that ]Pew( PR (e E)>e PQNT(E,A‘T,sq(a €eE)+0
Py, L OEE)>eP,  (BeB)+o},

2

where 7. A - 5) denotes the pdf of the exponential mecha-
nism in Eq. (3)). Given a loss (or a distance) function, Ds(é),

which is a surrogate for the target measure of error, D¢(é, 0),
High-dimensional Propose-Test-Release (HPTR) proceeds
as follows:

1. Propose: Propose a target bound A on local sensitivity
and a target threshold 7 for safety.
2. Test:

2.1. Compute the safety margin m, = ming dg (S, S’)
such that S’ € UNSAFE(E/Q,(;/QJ).



2.2. Ifi, = m,+Lap(2/e) < (2/¢) log(2/6) then output
1, and otherwise continue.

3. Release: Output 6 sampled from a distribution with a pdf:

~ 1 _ & N oA
T(e,A,T,S)(O):{ ZeXp{ 4ADS(9)} ifo € B; g, 3)

0 otherwise,

where Z = fBT,s exp{—(eDg(0))/(4A)}d6.

It is straightforward to show that (e, §)-differential privacy
is satisfied for all input S.

Theorem 8. For any dataset S C X", distance function
Dg : RP — R on that dataset, and parameters €,9, A and T,
HPTR is (e, 6)-differentially private.

Proof. The differentially private margin 7, is (¢/2,0)-
differentially private, because the sensitivity of the margin is
one and we are adding a Laplace noise with parameter 2/¢.
The TEST step (together with the exponential mechanism)
is (0, 0/2)-differentially private as there is a probability §/2
event that a unsafe dataset S with a small margin m, is
classified as a safe dataset and passes the test. On the compli-
mentary event that the dataset that passed the TEST is indeed
safe, the RELEASE step is (¢/2, 6 /2)-differentially private as
we use UNSAFE . /5 52, in the TEST step. O

Utility analysis of HPTR for statistical estimation We
prescribe the following three-step recipe as a guideline for
applying HPTR to each specific statistical estimation problem
and obtaining a utility guarantee. Consider a problem of
estimating an unknown 6 from samples from a generative

model Py, where the error is measured in Dy (6, 0).

* Step 1: Design a surrogate Dg(6) for the target error met-

ric D¢(é ,0) using only one-dimensional robust statistics
onS.

» Step 2: Assuming resilience of the dataset, propose an
appropriate sensitivity bound A and threshold 7, and ana-
lyze the utility of HPTR.

e Step 3: For each specific family of generative models
Py 4 with a known tail bound, characterize the resulting
resilience and substitute it in the utility analysis from the
previous step, which gives the final guarantee.

We demonstrate how to apply this recipe and carry out the
utility analysis for mean estimation (Appendix [B)), linear
regression (Appendix [C)), covariance estimation (Appendix
D), and PCA (Appendix [E). We explain and justify the use of
one-dimensional robust statistics in Step 1 and the assumption
on the resilience of the dataset in Step 2 in the next section
using the mean estimation problem as a canonical example.

It is critical to construct Dg(6) using only one-dimensional

and robust statistics; this ensures that Dg(#) has a small
sensitivity as demonstrated in Appendix We prove error
bounds only assuming resilience of the dataset; this relies on
a fundamental connection between sensitivity and resilience
as explained in Appendix

2 Conclusion

We provide a universal framework for characterizing the sta-
tistical efficiency of statistical estimation problems with dif-
ferential privacy guarantees. Our framework, which we call
High-dimensional Propose-Test-Release (HPTR), is compu-
tationally inefficient and builds upon three key components:
the exponential mechanism, robust statistics, and the Propose-
Test-Release mechanism. The key insight is that if we design
an exponential mechanism that accesses the data only via
one-dimensional robust statistics, then the resulting local sen-
sitivity can be dramatically reduced. Using resilience, which
is a central concept in robust statistics, we can provide tight
local sensitivity bounds. These tight bounds readily trans-
late into near-optimal utility guarantees in several statistical
estimation problems of interest: mean estimation, linear re-
gression, covariance estimation, and principal component
analysis. Although our framework is written as a conceptual
algorithm without a specific implementation, it is possible
to implement it with exponential computational complexity
following the guidelines of (Brown et al.[2021) where a simi-
lar exponential mechanism with PTR was proposed and an
implementation was explicitly provided.

To protect against membership inference attacks, signif-
icant progress was made in training differentially private
models that are practical (Abadi et al.[2016; Yu et al.|2021;
Anil et al.[2021)). To protect against data poisoning attacks,
a recent work utilizes robust statistics with a great success
(Hayase et al.[[2021). In practice, however, we need to pro-
tect against both types of attacks, to facilitate learning and
analysis from shared data. Currently, there is an algorithmic
deficiency in this space. Efficient algorithms achieving both
differential privacy and robustness against adversarial corrup-
tion are known only for mean estimation (Liu et al.|[2021).
It is an important direction to design such algorithms for a
broad class of problems, including covariance estimation,
principal component analysis, and linear regression.

Further, these computationally efficient algorithms typ-
ically require more samples. For sub-Gaussian mean es-
timation with known covariance ¥, an efficient approach
of (Liu et al[2021) requires O(d/a? + d*/?/(ca)) sam-
ples under a-corruption and (e,d)-DP to achieve an er-
ror of |22(j — p)|| = O(a). HPTR only requires
O(d/a? + d/(ecr)) samples. It remains an important open
question if this d'/? gap is fundamental and cannot be im-
proved.
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A Preliminary on differential privacy and Propose-Test-Release

We give the backgrounds on differential privacy and the Propose-Test-Release mechanism. We say two datasets S and S’ of the
same size are neighboring if the Hamming distance between them is at most one. There is another equally popular definition
where injecting or deleting one data point to S is considered as a neighboring dataset. All our analysis generalizes to that
definition also, but notations get slightly heavier.

Definition A.1 ((Dwork et al.[20006)). We say a randomized algorithm M : X™ — Y is (e, §)-differentially private if for all
neighboring databases S ~ S’ € X", and allY C Y, we have P(M(S) € V) < efP(M(S') € V) + 4.

HPTR relies on the exponential mechanism for its adaptivity and flexibility.

Definition A.2 (Exponential mechanism (McSherry and Talwar(2007)). The exponential mechanism My, : X" — © takes

database S € X", candidate space ©, score function Dg(0) and sensitivity A as input, and select output with probability
proportional to exp{—eDg(0)/2A}.

The exponential mechanism is (¢, 0)-DP if the sensitivity of Dg(#) is bounded by A.

Lemma A.3 ((McSherry and Talwar2007)). If max g maxs..s: |D5(é) — Dg (é)| < A, then the exponential mechanism is
(¢,0)-DP.

Starting from the seminal paper (Dwork and Lei[2009), there are increasing efforts to apply differential privacy to statistical
problems, where the dataset consists of i.i.d. samples from a distribution. There are two main challenges. First, the support is
typically not bounded, and hence the sensitivity is unbounded. (Dwork and Lei|2009) proposed to resolve this by using robust
statistics, such as median to estimate the mean. The second challenge is that while median is quite insensitive on i.i.d. data, this
low sensitivity is only local and holds only for i.i.d. data from a certain class of distributions. This led to the original definition of
local sensitivity in the following.

Definition A.4 (Local Sensitivity). We define local sensitivity of dataset S € X™ and function f : X" — R as A¢(S) =
maxgr~s [f(S) = f(S)]-

(Dwork and Lei|2009) introduced Propose-Test-Release mechanism to resolve both issues. First, a certain robust statistic f(.5),
such as median, mode, Inter-Quantile Range (IQR), or B-robust regression model (Hampel et al.|1986) is chosen as a query. It
can be to approximate a target statistic of interest, such as mean, range, or linear regression model, or the robust statistic itself
could be the target. Then, the PTR mechanism proceeds in three steps. In the propose step, a local sensitivity A is proposed such
that A¢(.S) < A for all S that belongs to a certain family. In the test step, a safety margin m, which is how many data points
have to be changed to violate the local sensitivity, is computed and a private version of the safety margin, 1, is compared with a
threshold. If the safety margin is large enough, then the algorithm outputs f(.S) via a Laplace mechanism with parameter 2A /e.
Otherwise, the algorithm halts and outputs L.

Definition A.5 (Propose-Test-Release (PTR) (Dwork and Lei[2009; |Vadhan|2017)). For a query function f : X™ — R, the
PTR mechanism Mprgr : X™ — R proceeds as follows:

1. Propose: Propose a target bound A > 0 on local sensitivity.
2. Test:

2.1. Compute m = mings dg (S, S") such that local sensitivity of S’ satisfies Ay(S") > A.
2.2. Ifin = m + Lap(2/e) < (2/e)log(1/8) then output L, and otherwise continue.
3. Release: Output f(S) 4+ Lap(2A/e).

It immediately follows that PTR is (e, §)-differentially private for any input dataset.
Lemma A.6 ((Dwork and Lei|2009; Vadhan|2017)). Mprr is (¢, d)-DP

Given a robust statistic of interest, the art is in identifying the family of datasets with small local sensitivity and showing
that the sensitivity is small enough to provide good utility. For example, for privately releasing the mode, for the family of
distributions whose occurrences of the mode is at least (4/¢) log(1/6) larger than the occurrences of the second most frequent
value, the local sensitivity is zero and PTR outputs the true mode with probability at least 1 — ¢ (Vadhan|2017). Such a specialized
PTR mechanism for zero local sensitivity is also called a stability based method.

In general, a naive method of computing m in the TEST step requires enumerating over all possible databases .S € X™. For
typical one-dimensional data/statistics, for example median estimation, this step can be computed efficiently. This led to a fruitful
line of research in DP statistics on one-dimensional data. (Dwork and Lei|[2009; |Brunel and Avella-Medina2020) propose PTR
mechanisms for the range and the median of of a 1-D smooth distribution and (Avella-Medina and Brunel[2019; Avella-Medina
2020; [Brunel and Avella-Medina|2020) propose PTR mechanisms that can estimating median and mean of a 1-D sub-Gaussian
distribution. The stability-based method introduced in (Vadhanl[2017) can be used to release private histograms, among other
things, which can be subsequently used as a black box to solve several important problems including range estimation of a 1-D
sub-Gaussian distribution (Karwa and Vadhan|[2017; [Kamath et al.[[2019; |Liu et al.[[2021) or a 1-D heavy-tailed distribution



(Kamath, Singhal, and Ullman|2020; [Liu et al.|2021)), and general counting queries. PTR and stability-based mechanisms are
powerful tools when estimating robust statistics of a distribution from i.i.d. samples.

Even if computational complexity is not concerned, however, directly applying PTR to high dimensional distributions can
increase the statistical cost significantly, which has limited the application of PTR. One exception is the recent work of (Brown
et al2021). For the mean estimation problem with Mahalanobis error metric of ||X~/2(ji — p)||, the private Tukey median
mechanism introduced in (Liu et al.[|2021) is studied. One major limitation of the utility analysis is that private Tukey median
requires the support to be bounded. In (Liu et al.|[2021), this is circumvented by assuming the covariance X is known, in which
case one can find a support with, for example, the private histogram of (Vadhan|2017). Instead, (Brown et al.|2021)) proposed
using private Tukey median inside the PTR mechanism and designed an advanced safety test for high-dimensional problems.
This naturally bounds the support that adapts to the geometry of the problem without explicitly and privately estimating .
One notable byproduct of this approach is that the resulting exponential mechanism is no longer pure DP, but rather (&, §)-DP.
This is because the resulting exponential mechanism has a support that depends on the dataset .S, and hence two exponential
mechanisms on two neighboring datasets have different supports. The limitations of the private Tukey median are that (7) it
requires symmetric distributions, like Gaussian distributions, and do not generalize to even sub-Gaussian distributions, and (i)
it only works for mean estimation. To handle the first limitation, (Brown et al.[2021) propose another PTR mechanism using
Gaussian noise, which works for more general sub-Gaussian distributions but achieves sub-optimal sample complexity.

HPTR builds upon this advanced PTR with the high-dimensional safety test from (Brown et al.[2021). However, there are
major challenges in applying this safety test to HPTR, which we overcome with the resilience property of the dataset and the
robustness of the loss function. For private Tukey median, the sensitivity is always one for any /& and any .S, and the only purpose
of the safety test is to ensure that the support is not too different between two neighboring datasets. For HPTR, the sensitivity is
local in two ways: it requires .S to be resilient and the estimate /i to be sufficiently close to y. To ensure a large enough margin
when running the safety test, HPTR requires this local sensitivity to hold not just for the given S but for all S’ within some
Hamming distance from S. We use the fact that this larger neighborhood is included in an even larger set of databases that are
adversarial corruption of the a-fraction of the original resilient dataset S with a certain choice of a.. The robustness of our loss
function implies that the bounded sensitivity is preserved under such corruption of a resilient dataset. This is critical in proving
that a resilient dataset passes the safety test with high probability.

We take a first-principles approach to design a universal framework for DP statistical estimation that blends exponential
mechanism, robust statistics, and PTR. The exponential mechanism in HPTR adopts to the geometry of the problem without
explicitly estimating any other parameters and also gives us the flexibility to apply to a wide range of problems. The choice of the
loss functions that only depend on one-dimensional statistics is critical in achieving the low sensitivity, which directly translates
into near optimal utility guarantees for several canonical problems. Ensuring differential privacy is achieved by building upon the
advanced PTR framework of (Brown et al.|2021)), with a few critical differences. Notably, the safety analysis uses the resilience
of robust statistics in a fundamental way.

On the other hand, there is a different way of handling local sensitivity, which is known as smooth sensitivity. Introduced in
(Nissim, Raskhodnikova, and Smith|2007), smooth sensitivity is a smoothed version of local sensitivity on the neighborhood of
the dataset, defined as

Asmooth — A N, —edu(S,S")
7S) = max {Ag(S)e }

Note that, in general, computing smooth sensitivity is also computationally inefficient with an exception of (Avella-Medina|2021).
Using smooth sensitivity, (Lei[201 1} Smith|2011; (Chaudhuri and Hsu|2012} |Avella-Medinal2021)) leverage robust M-estimators
for differentially private estimation and inference. The intuition is based on the fact that the influence function of the M-estimators
can be used to bound the smooth sensitivity. The applications include: linear regression, location estimation, generalized linear
models, private testing. However, these approaches require restrictive assumptions on the dataset that needs to be checked (for
example via PTR) and fine-grained analyses on the statistical complexity is challenging; there is no sample complexity analysis
comparable to ours.

B Mean estimation

In a standard mean estimation, we are given i.i.d. samples S = {z; € R%}"_; drawn from a distribution P, s; with an unknown
mean £ (which corresponds to € in the general notation) and an unknown covariance ¥ > 0 (which corresponds to ¢ in the general
notation), and we want to produce a DP estimate /i of the mean. The resulting error is best measured in Mahalanobis distance,
Dy (fi, 1) = |72 (j1 — p)||, because this is a scale-invariant distance; every direction has unit variance after whitening by .

This problem is especially challenging as we aim for a tight guarantee that adapts to the unknown X as measured in the
Mahalanobis distance without enough samples to directly estimate X (see Section [I.1]for a survey). Despite being a canonical
problem in DP statistics, the optimal sample complexity is not known even for standard distributions: sub-Gaussian and heavy-
tailed distributions. We characterize the optimal sample complexity by showing that HPTR matches the known lower bounds in
Appendix This follows directly from the general three-step strategy outlined in Section



B.1 Step 1: Designing the surrogate Dg(/i) for the Mahalanobis distance

We want to privately release /i with small Mahalanobis distance ||X~/2(ji — 1)||. In the exponential mechanism in RELEASE
step, we propose using the surrogate distance,
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where the robust one-dimensional mean g, (M., ) and variance 02(M,, ) are defined as follows. We partition S = {z;}7;
into three sets B, o, My, o, and 7y, o, by considering a set of projected data points S, = {(v, z;) }s,cs and letting B, o be
the data points corresponding to the subset of bottom (2/5.5)an data points with smallest values in S,, 7, be the subset of
top (2/5.5)an data points with largest values, and M, ,, be the subset of remaining (1 — (4/5.5)a)n data points. For a fixed
direction v, define
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which are robust estimates of the population projected mean 4z, = (v, 1) and the population projected variance 02 = v Sv.

General guiding principles for designing D (/i). We propose the following three design principles that apply more generally to
all problem instances of interest. The first guideline is that it should recover the target error metric Dx;(f1, 1) = ||~ 2(f1 — p)||
when we substitute the population statistics, e.g. to and o, for mean estimation, for their robust counterparts: i,,(M, ) and
0, (My.o). This ensures that minimizing Dg(jz) is approximately equivalent to minimizing the target metric Dy, (,u n) =

1222 (f — w)| (Lemma- For mean estimation, this equivalence is shown in the following lemma.

Lemma B.1. Forany p € R* and 0 < ¥ € R4, let p,, = (v, ) and 02 = v" Sv. Then, we have

n-1/2(p —  max (v, i) — po .
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Proof. Let i — p = Z?Il agup with ag = (up, it — 1), ||a]| = ||t — 1|| and u,’s are the singular vectors of 3. Similarly, let

v= 25:1 beue with ||b]] = 1. Then we have

(0, (f=p)) _ _{a,b)
Oy \/EbZO'[

From Cauchy-Schwarz, we have (a,b)? < (3" b20,)(3" a?0, "), which proves that
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To show equality, we find v that makes Cauchy-Schwarz inequality tight. Let v = Z?:l beug with a choice of by =

(1/Z)ago;* and Z = />, a2o, 2. This implies ||b|| = 1 and
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which implies that there exists a v such that [|[Z7V2(a — p)]| = (1/o,){v,a — p) and |"Y2(p — p)| <
maX,|o||=1(1/0v) (v, ft — ). 0

The second guideline is that Dg(f2) should depend only on the one-dimensional statistics of the data. This is critical as the
sensitivity of high-dimensional statistics increases with the ambient dimension d. For example, consider using the robust mean
estimate fiobust(S) € R? from (Dong, Hopkins, and Li|2019) and using the Euclidean distance Ds(f1) = ||ft — firobust (S)|| in
the exponential mechanism, where we are assuming > = I for simplicity. It can be shown that, even for Gaussian distributions,
this requires n = Q(d3/2/(cr) + d/a?) samples to achieve an accuracy ||fi — || = O(«). This is significantly sub- -optimal
compared to what HPTR achieves in Corollary [B.T3] which leverages the fact that sensitivity of one-dimensional statistic is
dimension-independent.

The last guideline is to use robust statistics. Robust statistics have small sensitivity on resilient datasets, which is critical in
achieving the near-optimal guarantees. We elaborate on it in Appendix [B.2}



B.2 Step 2: Utility analysis under resilience

For utility, we prefer smaller A and 7 to ensure that the exponential mechanism samples /i closer to the minimum of Dg(f1) ~
|2=2(j1 — u)||. However, aggressive choices can violate the DP condition and hence fail the safety test. Near-optimal utility
can be achieved by selecting A and 7 based on the resilience of the dataset defined as follows.

Definition B.2 (Resilience for mean estimation (Steinhardt, Charikar, and Valiant|2018};|Zhu, Jiao, and Steinhardt|2019)). For
some o € (0,1), p1 € Ry, and p2 € Ry, we say a set of n data points Sgood is (e, p1, p2)-resilient with respect to (u, X) if for
any T C Sgood of size |T| > (1 — a)n, the following holds for all v € R? with |jv|| = 1:
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where 1, = (v, 1) and 0% = v Lo.

Originally, resilience is introduced in the context of robust statistics. Resilience measures how sensitive the sample statistics are
to removing an a-fraction of the data points. A dataset from a distribution with a lighter tail has smaller resilience (p1, p2). For
example, sub-Gaussian distributions have p; = O(«a+/log(1/«)) and p2 = O(alog(1/a)) (Lemma, which is smaller than
the resilience of heavy-tailed distributions with bounded k-th moment, i.e. p; = O(a'~/¥) and p; = O(a'~2/%) (Lemma.
Resilience plays a crucial role in robust statistics, where the resilience of a dataset determines the minimax sample complexity of
estimating population statistics from adversarially corrupted samples (Steinhardt, Charikar, and Valiant|2018}|Zhu, Jiao, and
Steinhardt|2019).

In the context of differential privacy, our design of HPTR is guided by our analysis showing that the sensitivity of one-
dimensional robust statistics is fundamentally governed by resilience. Leveraging this three-way connection between the use of
robust statistics in the algorithm, the resilience of the data, and the sensitivity of the distance Dg(fi) is crucial in achieving the
near-optimal utility.

Concretely, we consider « as a free parameter that we can choose depending on the target accuracy. For example, let
|2=2(js — p)|| = 32p1 be our target accuracy. Note that we did not optimize the constants in our analysis and they can be
further tightened. In the case of sub-Gaussian distributions, we have p; = C’«+/log(1/«) w.h.p. when the sample size is large
enough. This determines the value of « that achieves a target accuracy and also the choice of A and 7 as follows.

The robust statistics of a resilient dataset (i.e., one with small resilience) cannot change too much when a small fraction of
the dataset is changed. This is made precise in Lemma B.11] which shows, for example, that the robust mean £, (M, o) can
only change by O(p1/(an)) when one data point is arbitrarily changed. This implies the sensitivity of Dg(/i) is also small:
A = O(p1/(an)). Choosing T = 42p; to be larger by a constant factor from the target accuracy, we show that a sample size of
n = O(d/(e)) is sufficient to achieve the desired utility.

Theorem 9 (Utility guarantee for mean estimation). There exist positive constants ¢ and C such that for any («, p1, p2)-resilient
set S with respect to some (1 € R?, X = 0) satisfying o € (0,¢), p1 < ¢, p2 < ¢, and p? < ca, HPTR with the choices of the
distance function in Eq. @), A = 110p;/(an), and T = 42p, achieves |S~2(ji — p)|| < 32p1 with probability 1 — ¢, if
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This theorem shows how a resilient dataset (which is a deterministic condition) implies small error for HPTR. We make formal
connections to standard assumptions on the sample generating distributions and their respective resiliences in Appendix[B.3] where
we also discuss the optimality of this utility guarantee. For example, sub-Gaussian distributions have p; = O(«a+/log(1/a))
when n > C'd/(alog(1/))? for any v smaller than a universal constant. This implies that HPTR achieves a target accuracy of
12=Y2(js — p)|| < & with sample size O(% + 4 ) where O hides logarithmic factors in 1/c, 8, and ¢. We explain the intuition
behind our analysis and provide a complete proof in Appendices One by-product of using robust statistics is that we get
robustness for free, which we show next.

Robustness of HPTR One by-product of using robust statistics is that HPTR is also robust to adversarial corruption. We
therefore provide a more general guarantee that simultaneously achieves DP and robustness. Suppose we are given a dataset S
that is a corrupted version of a resilient dataset Sgo0d-

Assumption 1 (aeorrupt-corruption). Given a set Sgooa = {Z; € Rd}?zl of n data points, an adversary inspects all data points,
selects cicorruptnt Of the data points, and replaces them with arbitrary dataset Spaq 0f Size Qcorruptn. The resulting corrupted
dataset is called S = {x; € R4}™_|.



This adaptive adversary is strong, as the corruption can adapt to the entire dataset (for example it covers the Huber contamination
model (Huber|1964)) and the non-adaptive adversarial model (Lecué and Lerasle|[2020)). This threat model is now standard
in robust statistics literature (Steinhardt, Charikar, and Valiant[2018). If the original Sgo04 is resilient, we show that the same
guarantee as Theorem@]holds under corruption up to an Querrupt fraction of Sgeoa for sufficiently small avcorrupt < (1/5.5)a.
The factor 1/5.5 is due to the fact that the algorithm treats some of the good data points as outliers (which is at most 4ccoprupt due
to the top and bottom tails cut in the definition of M, (25 5)») and we need to handle neighboring datasets up to (0.5/5.5)an
Hamming distance. Hence, we need to ensure resilience for « at least 5.5 times larger than the corruption cicorrupt-

Definition B.3 (Corrupt good set). We say a dataset S is (Ccorrupt, @, p1, P2)-corrupt good with respect to (1, L) if it is an
Qcorrupt-COTTUption of an (e, p1, p2)-resilient dataset Sgqod.

We get the following theorem showing that HPTR can tolerate up to (1/5.5)« fraction of the data being arbitrarily corrupted.

Theorem 10 (Robustness). There exist positive constants ¢ and C' such that for any ((2/11), a, p1, p2)-corrupt good set S
with respect to (n € R, Y = 0) satisfying o < ¢, p1 < ¢, pa < ¢, and p? < ca, HPTR with the distance function in Eq. (),
A = 110p; /(an), and T = 42p; achieves || S~ 2(fi — p)|| < 32p1 with probability 1 — ¢, if
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In Appendices[B.2HB.2] we prove this more general result. When there is no adversarial corruption, Theorem [9immediately
follows as a special case by selecting « as a free parameter depending on the target accuracy. The constants in all the theorems
can be improve if we track them more carefully, and we did not attempt to optimize them in this paper.

Proof strategy for Theorem We show in Appendixthat the robust one-dimensional statistics, /1, (M, o) and 02(M, ),
have small sensitivity if the dataset is resilient. Consequently, Dg(f1) has a small local sensitivity, i.e. the sensitivity is small if
restricted to /i close to p and if the dataset is resilient. To ensure DP, we run RELEASE only when those two locality conditions
are satisfied; we first PROPOSE the sensitivity A and a threshold 7, and then we TEST that DP guarantees are met on the given
dataset with those choices. Resilient datasets (i) pass this safety test with a high probability and (i7) achieve the desired accuracy,
both of which rely on our general analysis of HPTR with a general distance function (Theorem [I3]). We give sketches of the main
steps below.

One-dimensional robust statistics have small sensitivity on resilient datasets. Consider the robust projected mean fs,,(M,, o)
for some small enough o > 0. If S'is (a, p1, p2)-resilient, then the following technical lemma shows that the top and bottom
(2/5.5)a-tails cannot deviate too much from the mean.

Lemma B.4 (Lemma 10 from (Steinhardt, Charikar, and Valiant[2018)). For a («, p1, p2)-resilient dataset S with respect to
(1, ¥) and any 0 < & < a, the following holds for any subset T C S of size at least &n and for any unit norm v € R%:
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Under the definitions in Eq. (@), the top (2/5.5)a-tail denoted by 7, ., and bottom (2/5.5)«-tail denoted by B, have the
empirical means that are no more than O(o,p1/«) away from the true projected mean ., respectively. It follows that there
exists at least one data point in 7, , and one data point in B, ,, that are no more than O (o, p1 /) away from p,,. This implies
that the range of the middle subset M,, , is provably bounded by O(o,p1/c), and the sensitivity of the robust mean fi,,(M,, o)
is guaranteed to be O (o, p1/(an)). We can similarly show that 02 (M, ,) has sensitivity O(c2p? /(a®*n)) as shown in Eq. (T9).
Note that these sensitivity bounds are local in the sense that it requires the data to be («, p1, p2)-resilient.

Small local sensitivity of Dg(j1). Under the above sensitivity bounds for p, (M, o) and 02(M, 4 ), it follows after some
calculations as shown in Eq. that the sensitivity for a resilient dataset S is bounded by
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for some constant C and all neighboring datasets S’, assuming ps is sufficiently small. Note that this sensitivity bound is local
for two reasons; for this sensitivity to be small (i.e. O(p;/(an))), we require S to be resilient and / to be close to u. Thus the
meaning of local here is two folded while traditionally local sensitivity in the privacy literature only concerns the sensitivity of a
particular dataset S. We handle these two locality with TEST step that, among other things, checks that the DP conditions are
satisfied for the given dataset and the choice of A and 7, which bounds the support of the exponential mechanism to be within
B, s ={ji: Ds(fi) < 7} with a choice of 7 = O(p;). Consequently, we require p? /o < 1 for the second term in Eq. to
be dominated by the first. Fortunately, this is indeed true for all scenarios we are interested in. For sub-Gaussian distributions,



p? = a?log(1/a) < a. For k-th moment bounded distributions with k > 3, p? = a?~2/% < . For covariance bounded
distributions, we do not hope to get a Mahalanobis distance guarantee. Instead, we aim for a Euclidean distance guarantee whose
sensitivity does not depend on /i and we do not require p? /o < 1 (Appendix [B.3).

Sample complexity analysis. Assuming the sensitivity of Dg(j1) is bounded by A = O(p;1/(an)), which we ensure with the
safety test, we analyze the utility of the exponential mechanism. For a target accuracy of |2 ~/2(fi — p)|| = O(p1), we consider
two sets Bous = {/1: |72 (i — p)|| < copr} and By, = {fi: ||Z~Y2(s — p)|| < c1p1} for some ¢y > ¢;. The exponential
mechanism achieves accuracy cyp; with probability 1 — ( if
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where the second inequality requires Dg(j1) ~ ||2~/2(ji — p)||, which we show in Lemma Since the volume ratio
is Vol(B;.5)/Vol(Boui) = €@, 7 = O(p1), and A = O(p;/(an)), it is sufficient to have a large enough co and n =
O((d +1og(1/¢))/(ce)) with a large enough constant.

Safety test. We are left to show that for a resilient dataset, the failure probability of the safety test, P(m, + Lap(2/¢) <
(2/€)1og(2/0)), is less than . This requires the safety margin to be large enough, i.e. m, > k* = (2/2) log(4/(6¢)). Recall
that the safety margin is defined as the Hamming distance to the closest dataset to .S where the (¢/2, §/2)-DP condition of the
exponential mechanism is violated. We therefore need to show that the DP condition is satisfied for not only .S but any dataset S’
at Hamming distance at most k£* from S.

Consider two exponential mechanisms 7. A r sy and 7 A r sy On neighboring datasets S’ and S”. Since B, g # B; s,
we separately analyze the intersection B; g+ N B, g~ and the differences B, g/ \ B, g and B; s \ B; g . In the intersection,
we show that the two probability distributions are within a multiplicative factor e%/2 of each other:

P feA) < e/?P peA,

T(E‘A,T‘S/)( T(E,A,T,S”)(

forall A C B, g N B, g, S" within Hamming distance k* from a resilient dataset .S, and S” ~ S’. The main challenge is
that S’ is no longer a resilient dataset but a k*-neighbor of a resilient dataset. Since such S’ is (k* /n, a, p1, p2)-corrupt good
(Definition [B.3)), we show that corrupt good sets also inherit the bounded local sensitivity of a resilient dataset seamlessly as
shown in Lemma[B.11]

In the set difference, we show that the total probability mass P, _ , _ (it € Br,s \ Br,s/) and ]PT(E,A.T,Sq (it € Brs' \ Br,s)
are bounded by §, respectively, as long as the overlap of the two supports are large enough. This requires 7 > Ak*, as we show
in Appendix [F.1] which is satisfied for n > (log(1/(6¢))/(ae)).

Outline. The analyses for the accuracy and the safety test build upon a universal analysis of HPTR in Theorem which

holds more generally for any distance function D(#) in the estimation problems of interest. For mean estimation, we show in
Appendices that the sufficient conditions of Theorem[I5]are met for the choices of constants and parameters: p = p1,
co = 31.8, 1 = 10.2, k* = (2/¢)log(4/(6C)), T = 42p;1, and A = 110p; /(an). We can set cs to be a large constant and
will only change the constant factor in the sample complexity which we do not track. A proof of Theorem [I0]is provided in
Appendix B.2] from which Theorem 9] follows immediately. All the lemmas assume ((1/5.5)cv, «, p1, p2)-corrupt good set S,
a < 0.015, p; <£0.013, and p2 < 0.0005. We omit this assumption in stating the lemmas for brevity.

Resilience implies robustness For the assumptionin Theorem we show that Dg(fi) is a good approximation of the
true distance ||X~/2( — p)|| in Lemma We first show that the one-dimensional mean and the variance of the filtered out
M. are robust.

Lemma B.5. For any unit norm v € R%, [(v, i — (M, 4))| < 6p1 0, and 0.90, < 0,(M, o) < 1.10,.

Proof. For the mean bound,
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The second inequality follows from the following. First, [ (v, 1t(Sgood N My.o) — )| < 0y p1 by the definition of resilience and
that fact that | Sgooq N My,a| > (1 — (5/5.5)a)n. Next, since |[(v, (Sbaa N My,a) — )] is less than | (v, 1(Sgood N To,a) — 1))



or [(v, i1(Sgood N By,a) — )], both of which are at most 2p10,/(1/5.5)a, from applying Lemma [B.4 with a set size at least
(1/5.5)an, we have
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The mean bound follows from (TT) and o < 0.1. For the variance upper bound,
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where the first inequality follows from the fact that subtracting the empirical mean (M, ) minimizes the second moment. We
can decompose the empirical deviation and show an upper bound first:
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where in the second inequality we used resilience on M, o N Sgood Of size at least 1 — (5/5.5)a. For z; € Shaqa N M, o, We
use the fact that
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where we used Eq. (9) in Lemma for sets with size at least (1/5.5)an. For the variance deviation lower bound,
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where we used o < 0.1, the first term only uses the fact that |Spad| < (1/5.5)an, the second term uses resilience, and the last
term uses the mean bound we proved earlier. In (12)) and (T3), assuming p; < 0.04, and py < 0.035, we have /1 + 6p2 < 1.1

and /1 — 3.2py — 36pf >0.9. ]

We show that resilience implies our estimate of the distance is robust.
Lemma B.6. If ji € B, g and T = 42py then | |S7'/2(f — p)|| — Ds(f1) | < 6p1 + 0.17 < 10.2p1.

Proof. From Lemma|[B.5] we know that for all /i € B s,

(v, i = p(My.a)) (v, L = p) — 6p10y

Dg(jft) = max > max . (14)
s(#) lol=1  0y(Moy,a) o] =1 110,
and
- (v, o — p(My,a)) (v, i — p) + 6p10y
D = max : < max . (15)
s() lol=1  0y(Mo,a) o] =1 0.90,

Applying Lemma we get 0.9Dg(j1) — 6p1 < ||27Y2(j1 — p)|| < 1.1Dg(j1) + 6p1. Since Dg (1) < 7, we get the desired
bound.
O



Bounded volume We show that the assumption(a)|in Theorem|[15]is satisfied for robust estimate Dg(f1).
Lemma B.7. For p = p1, ¢; = 10.2, 7 = 42p;, A = 110p1/(an), and ca > log(67/12) + log((co + 2¢1)/c1), we have
(7/8)1 — (E* +1)A >0,
Vol(Br i (k* +1)Ate1p,5)
Vol(B(7/8)7—(k*+1)A—c1p,5)
Vol({j: |27 2( — )| < (co+2¢1)p})  _ caa
Vol({fi : [E-12(j — || < c1p}) '

Czd

IN

e | and

Proof. The second part of assumption [(a)| follows from the fact that
Vol({fi: [E7V2(a— w) < r}) = calSlr?

where || = H?:l 0;(X) is the determinant of ¥ and ¢;(X) is the j-th singular value, for some constant ¢4 that only depends

on the dimension and selecting c2 > log((co + 2¢1)/c1).
The first part is tricky as we do not yet have handle on the set B, g for ¢ > 7. In particular, we do not know how Dg(1) relates

to | ~1/2(ju — )| for such a /i outside of B, g. To this end, we use the following corollary.
Corollary B.8 (Corollary of Lemrna. If it € Bar,s and T = 42py then | 12=Y2(p — w)|| — Ds(j2)

We will show that (7/8)7 — (k* + 1)A > 0. As this implies that 7 + (k* + 1)A < 27, we can use the above corollary to
show that

< 14.2p1.

Vol(Br 4 (k+1) Aterp,5) < Vol({a: |272(a = p)ll <7+ (k" + DA +c1p + 14.2p1} )
Vol(B(7/8)r—(k+1)a=cap,s) — Vol({f: [B7Y2(ia — p)|| < (7/8)7 — (B* + 1A —c1p — 14.2p1})
_ ( T+ (k*+ DA +c1p+14.2p; )d
(7/8)1 — (k* + 1)A —c1p — 14.2p4
(67/12)¢ < e2?
for the choices of p = py, ¢ = 10.2, 7 = 42p;, A = 110p1/(an), and ¢z > log(67/12) where we used the fact that

for n > Clog(1/(6¢))/(ae) with a large enough constant C, we have (k* + 1)A < 0.3p;. It follows that the condition
(7/8)T — (k* + 1)A > 0 is also satisfied. O

IN

Resilience implies bounded local sensitivity We show that resilience implies the assumption[(b)|in Theorem [I5](Lemma[B.TT).
However, since local sensitivity needs to be established first for not just the given set S but also Hamming distance k* + 1
neighborhood of .S, we need robustness results for this broader regime. Assuming (k* +1)/n < a//11, we can extend robustness
results analogously as follows. We consider a set S’ with & data points arbitrarily changed from S. This implies that S’ is a
((1/5.5)a + (k/n), o, p1, p2)-corrupt good set with respect to (1, ). We first prove the analogous bounds to Lemma B.5|for
this S’.

Lemma B.9. Foran ((1/5.5)a + &, «, p1, p2)-corrupt good set S’ with respect to (1, 2), & < (1/11)«, and any unit norm

veRY (v, — u(Mya))| < 14p1 0y and 0.90, < 0,(M, o) < 1.10,.
Proof. Analogous to (TT), we have
(1/55)a+a&  2p10, 1—(1/5.5)a — d
— <
(=Ml < TG R B 5aa T 1=@maa 7
< 1l4pio,,

where we used the fact that (5/5.5)a + & < a. Analogous to (12), we have
Caiem,o (07— 1(Moa))? —03) - ((1/55)a + &) (qashia=a)on + (1~ (1/5.5)a -~ &pe0)

(1— (4/5.5)a)n = 1— (4/55)a
< 14,02012, .
Analogous to (T3], we have
e, (Ui = p(Mo0))? = 07) ((1/5.5) + &) 2pa0? s 99
(1— (4/5.5)a)n 2 T (AB5)a) (1 /55)a—a) P2 Mo

> —(7.3py + 196p3)02 .
For a < 0.045, p; < 0.013, and p2 < 0.0005, we have the desired bounds. O



Lemma B.10. Foran ((1/5.5)a + &, «, p1, p2)-corrupt good set S’ with respect to (1, ) and & < (1/11)e, if i € By g for
some t > 0 then we have |2 7'/2(ji — p)|| < 14p1 + 1.1t and ’D(ﬂ,S’) — |2 (0 — M)H’ < 14p1 + 0.1t

Proof. Analogously to the proof of Lemma|[B.6] we have

L1D(3,8") > —14py + |5 V2(i— )|/ , and
0.9D(j1,8") < p1+ X724 —p)| -

This gives the desired bound. O

The sensitivity of Dg(ji) is local in two ways. First, we get the desired sensitivity bound for a dataset .S that behaves nicely,
which is captured by the notion of ((1/5.5)a, ., p1, p2)-corrupt good set S. Secondly, the sensitivity bound requires the estimate
parameter /i to be close to 1 in |2 ~1/2(j1 — p)||. Both locality in dataset and locality in estimate are ensured by the safety test
(Test step in HPTR). To show that corrupt good datasets pass the safety test, the following lemma establishes that those datasets
have small local sensitivity.

Lemma B.11. For A = 110p;/(an), T = 42py, and an ((1/5.5a), o, p1, p2)-corrupt good S, if
log(1/(6
_ Q( g(1/( C))) 7 (16)

ag

then the local sensitivity in assumption|(b)|is satisfied.

Remark. Note that to keep A = O(p1/(an)) that we want (and is critical in getting the final utility guarantee), we need the
extra corruption to be k*/n = O(«). This implies n = Q(k*/a) = Q(log(1/(6¢))/(ecx)). Further, k* = Q(log(1/(6¢))/¢)
cannot be improved, as it is critical in achieving small failure probability in the testing step. Hence, the sample complexity of
0(log(1/(6¢))/(ex)) cannot be improved under current proof strategy.

Proof. Since S is ((1/5.5)c, a, p1, p2)-corrupt good and dy(S,S") < k*, it follows that S’ is ((1/5.5)a + &, a, p1, p2)-
corrupt good with & = (k*/n). We further assume that & < (1/11)c, which follows from k* = (2/¢)log(4/(6¢)) and
= Q(log(1/6¢)/(ecr)) with a large enough constant. We show that this resilience implies that S’ is dense around the boundary
of M, o, which in turn implies low sensitivity.
Recall that 7T, o, C S is the set of data points corresponding to the largest (2/5.5)an data points in the projected set SE o) =

{{v, z;) }z,cs and B, o C S is the bottom set. Let Sgo0q denote the original uncorrupted resilient dataset. Applying Lemma
t0 Sgood N Tu,a (and Sgood N By,o) of size at least (1/11)a (since corruption fraction is at most (1/5.5)a + & < (1.5/5.5)c),

| 2/)1 Oy

’ 2p10v
1/11)a =

9 and | <07M(Sgood N Bv a - 1/11)

’ <U7 M(Sgood ﬁ

This implies that there is at least one good data point that is closer to the center than the means of the upper tail and the bottom
tail:

. 2p10y . 2p10v
o < _ZP17v d _
/SN T (v =) | < (1/1)a " M siesmmnB, . [(v.2s )| < (1/1)a
It follows that the distance between two closest points in 7, ., and B, , is bounded by
min (v, z;) — max  (v,x;) < (44/a)proy , (17

2;€Sg00dNTv,a Z;€Sg00dNBy, o

when po € M, . When 1 € Ty o Or 4 € B, 4, it is straightforward that the above inequality holds. This implies low sensitivity
as follows.

Recall that M, ,(S”) denote the middle part after filtering out the top and bottom (2/5.5)« quantiles from {(v, ;) }4,es’-
For a neighboring dataset S” and the corresponding SE; » consider a scenario where one point z; in M, o(S") is replaced by
another point Z;. If (v, Z;) € [Maxy,e5,,,4nBy.o (U, i), MiNg,es,.04nTs.o (U, i) ], then Eq. implies that |(v, z; — Z;)| <
(44/a)p10,. Otherwise, M, (S") will have x; replaced by either arg minjcs, 417, . (v, Zj) OF arg Max;es, .anB,.. (U, ;).
In either case, Eq. implies that | (v, z; — Z;)| < (44/a)p10,. The other case of when the replaced sample x; € S is not in
M, o follows similarly.

From this, we get the following bounds on the sensitivity of the robust mean and robust variance. Note that using robust
statistics is critical in getting such small sensitivity bounds. Let p/ = (M, (S")) and p”/ = (Moo (S”)) where we write the
dataset S’ in M, ,,(S") explicitly,

44/710’1,

[ =10 < S s s (18)




For the variance bound, let 077 = 03(M .o (5")) = (1/[Mo,a(S))) Xprcpm, (s (025 — 1')? and 07 = 05 ( M o (5")).
Since (1 — (4/5.5)a)noy = Zz LeM, Q(S/)<U7x W) = Zm’eM «(S /)((Uﬂfg —p")? = (v, " — p')?), we have (1 —
(4/5.5)0)(0 = 072) = Xyt o 0.2 — 1 = a7 — i = (1= (4/5.5)0)n{v. " - ). We

bound each term separately. Note that M, ,(S") and M, , (S’ ") only differ in at most one data point. We denote those by 2’
and z” respectively. Then,

Z <U,.’L'; _ ’u//>2 _ Z <U,£L‘;/ _ MN>2 ‘ — | <U,CL'/ _ ’u//>2 _ <U,CL’” _ M”>2 ’
z;€Muy,a(S") @ €My, (S")
_ ‘ (v,m’ 42— 2//')(1},:10’ _ x//> !
= | (v, 2" =) + (o, — ") + (v, 2" — )| (v, 2" — ") |

< 3(44”10”)2,
o

and

(44p10v)2
(a(l = (4/5.5)a)n)?

(1 —(4/5.5)a)n{v, ' —u"? < (1—(4/5.5)a)n

This implies that

/ 1" (44p1(a/2)0v)2 1 4(44p1011)2
v ooy < 1- (4/5.5)a)na2< Tz (4/5.5)a)n> = (1—(4/55)a)na?

Together, we get the following bound on the sensitivity of D(ji, S’). Since max, a, — max, b, < max, |a, — b,|, we have

lo

19)

fi i v, bt — T
Do) = Dso ()] < mae [L2RtD (R i)
villol|=1 o o7
1
DT L 0] N Y et |’*‘ﬁ
vi||v]|=1 ol T o
< 44P1 + ||271/2(/:L _ ,LLN)” max#k;ﬂ _ O_//Q
= 0.9a(1 — (4/5.5)a)n X ol o) T T
44p, 53122

R ey m

where we used trlangular inequality in the second inequality and the third inequality follows from o/, > 0.9, (Lemma-
Egs. (I8), and LemmaB.1] and the last inequality follows from and o]/ > 0.90,, and (19).
From Lemma E.IO fi € Brygei3)a,s implies |[S7Y2(4 — p)|| < 14py + L1(7 + (k* + 3)A). From Lemma

1212 (p — )| < 14p1. We apply triangular inequality and show that |2 ~1/2(j — )| < ca/py for the choices of A, k*,
7 and n, with an arbitrarily small constant c:

IS7Y2( — )| < 28p1 + L1(7 + (K" + 3)A)
O + LLI0B0/GO)

egan

<
< 20;01 ’

for some constant C' > 0 where A = 110p1/(an), 7 = 42p1, k* = (2/¢) log(4/(6¢)), and n > C"log(1/(6¢))/ (e @). Under
the assumption that p? < ca and o < ¢ for some small enough c, this implies

X X 44p; 121p1
D ’ 7D 172 < 1 2
|Dsr () = D ()] = O.9(1—(4/5.5)a)an< + Cr )
(44/0.9)p1 14 44c 110p;
< < A= . 20
- an 1—-(4/55)c — an (20)
O

Proof of Theorem[10] We show that the sufficient conditions of Theorem[T3]are met for the choices of constants and parameters:
p=d, p=p1,co =318 ¢4 =10.2, 7 = 42py, and A = 110p; /(an). We can set cq to be a large constant and will only
change the constant factor in the sample complexity.



The assumptions [(a)] [(b)] and [(d)] follow from Lemmas and [B.6] respectively. The assumption [(c)] follows from
110p; 1.2p1¢ B (co — 3cq)pe
an = 32(ced + (£/2) +10g(16/(5¢)))  32(cad + (£/2) + log(16/(5¢))) ’

for large enough n > C’(d 4 log(1/(6¢)))/(ce). This finishes the proof of Theorem[10]from which Theorem [9]immediately
follows.

A:

B.3 Step 3: Near-optimal guarantees

We provide utility guarantees for popular families of distributions in private or robust mean estimation literature: sub-Gaussian
(Barber and Duchi|2014} |Lai, Rao, and Vempala|2016; [Steinhardt, Charikar, and Valiant|2018};|Zhu, Jiao, and Steinhardt2019;
Karwa and Vadhan|[2017; |Kamath et al.|[2019; |Cai, Wang, and Zhang||2019; |Bun et al.|2019; [Biswas et al.|2020; Aden-Ali,
Ashtiani, and Kamath|2020; Brown et al.|2021}; |Diakonikolas et al.|2019; |Diakonikolas et al.|2017; [Dong, Hopkins, and Li
2019; Hopkins|[2020; Diakonikolas et al.[2018)), k-th moment bounded (Barber and Duchi|2014; Lai, Rao, and Vempalal2016;
Steinhardt, Charikar, and Valiant|2018; Zhu, Jiao, and Steinhardt|2019; [Kamath, Singhal, and Ullmanl[2020)), and covariance
bounded (Barber and Duchi|2014} Lai, Rao, and Vempalal2016} Steinhardt, Charikar, and Valiant|2018};Zhu, Jiao, and Steinhardt
2019; Kamath, Singhal, and Ullman|[2020; \Dong, Hopkins, and Li/2019; |Hopkins, Li, and Zhang|2020; Depersin and Lecué
2019, 2021). We apply known resilience bounds of each family of distributions and substitute them in Theorems|9/and |10 In all
cases, the resulting sample complexity is near-optimal, which follows from matching information-theoretic lower bounds.
Since we aim for Mahalanobis distance error bounds, corresponding mean resilience we need in Definition scales linearly
in the projected standard deviation. For sub-Gaussian distributions, this requires the projected variance v ' Xv to be lower
bounded by how fast the tail is decreasing, capture by the sub-Gaussian proxy (v T'v) in Eq. 1)) (Appendix [B.3)). For k-th
moment bounded distributions with & > 3, this requires the projected variance to be lower bounded by Q(E[|(v, z — u)|*]?/%), a
condition known as hypercontractivity (Appendix [B.3). When we do not have such lower bounds on the covariance, HPTR can
only hope to achieve Euclidean distance error bounds. Under our design principle, this translates into the choice of Dg(f1) =
max||y| <1 (v, ft) — po(My o). We give an example of this scenario with covariance bounded distributions (Appendix [B.3).

Sub-Gaussian distributions We say a distribution P is sub-Gaussian with proxy I" if for all ||v|| = 1 and t € R,

2 vTFv)

Esnp| exp(t(v,2))] < exp( 21

Under this standard sub-Gaussianity, we are only guaranteed mean resilience of Eq. (6), for example, with R.H.S scaling as

p1Vv T Tv instead of p; Vo T Yo, This implies that the Mahalanobis distance of any robust estimate can be made arbitrarily
large by shrinking the covariance in one direction such that v Yv < v T'v. To avoid such degeneracy, we add an additional
assumption that > > cI', which is also common in robust statistics literature, e.g., (Jambulapati, Li, and Tian/[2020). With this

definition, it is known that sub-Gaussian samples are (a, O(ay/log(1/a)), O(alog(1/a)))-resilient.
Lemma B.12 (Resilience of sub-Gaussian samples (Zhu, Jiao, and Steinhardt|[2019) and (Jambulapati, Li, and Tian![2020,

Corollary 4)). For any fixed a € (0,1/2), consider a dataset S = {x; € R*}!"_, of n i.i.d. samples from a sub-Gaussian
distribution with mean p, covariance ¥, and a sub-Gaussian proxy 0 < I' < ¢1X for a constant c1. There exist constants co and

c3 > 0 such that if n > co((d +log(1/¢))/(alog(1/a))?) then S is (o, cza/log(1/a), czalog(1/v))-resilient with respect
to (u, X) with probability 1 — (.

This lemma and Theorem [9]imply the following utility guarantee. Further, from Theorem [I0]the guarantee also holds under
a-corruption of the i.i.d. samples from a sub-Gaussian distribution.

Corollary B.13. Under the hypothesis of Lemma there exists a constant ¢ > 0 such that for any « € (0, ¢), a dataset of size

B d+log(1/¢)  d+1log(1/(6¢))
= 0 (alog(1/a)? az )

sensitivity of A = O((1/n)+/log(1/)), and threshold of T = O(ar/log(1/a)), with large enough constants are sufficient for
HPTR(S) with the distance function in Eq. {@)) to achieve

I="Y2(a = mll = O(av/log(1/a)) (22)
with probability 1 — (. Further, the same guarantee holds even if a-fraction of the samples are arbitrarily corrupted as in

Assumption([l]

This sample complexity is near-optimal up to logarithmic factors in 1/cand 1/¢ for § = =@, Even for DP mean estimation
without corrupted samples, HPTR is the first algorithm for sub-Gaussian distributions with unknown covariance that nearly

matches the lower bound of n = Q(d/a? + d/(ae) + log(1/d) /) from (Karwa and Vadhan|2017; Kamath et al.[2019), where



) hides polylogarithmic terms in 1/, 1/, d, 1/e and log(1/4§). The third term has a gap of 1/« factor to our upper bound,
but this term is dominated by other terms under the assumption that § = e~?(4)_ For completeness, we state the lower bound
in Appendix Existing algorithms are suboptimal as they require either n = O((d/a?) + (d(log(1/6)?)/(ae?))) samples
with (1/£%) dependence to achieve the error rate of Eq. (Brown et al.[2021)) or extra conditions such as strictly Gaussian
distributions (Brown et al.[2021} [Bun et al.|2019) or known covariance matrices (Kamath et al.|2019; |Aden-Al1, Ashtiani, and
Kamath!/2020; Barber and Duchi/2014).

The error bound is near-optimal in its dependence in « under a-corruption. HPTR is the first estimator that is both (g, ¢)-DP
and also achieves the robust error rate of || ~1/2 (i — )| = O(a\/log(1/c)), nearly matching the known information-theoretic
lower bound of ||2'/2(j1 — u)|| = Q(«) (Chen, Gao, and Ren|2018). This lower bound holds for any estimator that is not
necessarily private and regardless of how many samples are available. In comparison, the existing robust and DP estimator
from (Liu et al.|2021)), which runs in polynomial time, requires the knowledge of the covariance matrix ¥ and a larger sample
complexity of n = Q((d/a?) + (d*/?log(1/8))/(ae)). If privacy is not required (i.e., € = 00), a robust mean estimator from
(Zhu, Jiao, and Steinhardt2019)) achieves the same error bound and sample complexity as ours.

Hypercontractive distributions For an integer £ > 3, a distribution P, 5. is k-th moment bounded with a mean p and
covariance ¥ if for all ||v|| = 1, we have E,. . p, [|(v, (x — p))|¥] < &* for some x > 0. However, similar to sub-Gaussian case,
Mahalanobis distance guarantees require an additional lower bound on the covariance. To this end, we assume hypercontractivity,
which is common in robust statistics literature, e.g., (Klivans, Kothari, and Meka|2018)).

Definition B.14. A distribution P, s, is (k, k)-hypercontractive if for all v € R, E,p, [|(v, (z — p))|¥] < ¥ (v Sv)k/2,
Although samples from such heavy-tailed distributions are known to be not resilient, it is known that it is O(«)-
close in total variation distance to an (o, O(a'~'/*), O(a!'~2/%))-resilient dataset. This means that the resulting dataset
is ((1/11) e, o, O(a*=1/*), O(a ~2/*))-corrupt good, for example. Note that hypercontractivity is invariant under affine trans-
formations and x does not depend on the condition number of the covariance.
Lemma B.15 (Resilience of k-th moment bounded samples (Zhu, Jiao, and Steinhardt/2019, Lemma G.10)). For any fixed
a € (0,1/2), consider a dataset S = {x; € R}, of n i.i.d. samples from a (k, k)-hypercontractive distribution with mean 1
and covariance 3. > 0 for some k > 3. For any c3 > 0, there exist constants c1 and co > 0 that only depend on c3 such that if

d k2a22/kdlogd  k2dlogd
n Z Cl( + N )7
<2(1—1/k)02(1—1/k) <2—4/kH2 a2/k

then S is (cor, o, cokra =VEC=VE o k2 k2t =2/R¢=2/%)-corrupt good with respect to (j, %) with probability 1 — (.

This lemma and Theorem [9]imply the following utility guarantee. Further, from Theorem [I0]the guarantee also holds under
(1/5.5 — ¢3)a-corruption of the i.i.d. samples from a (x, k)-hypercontractive distribution. Choosing appropriate constants, we
get the following result.

Corollary B.16. Under the hypothesis of Lemma there exists a constant c, i, ¢ that only depends on k, k, and ¢ such that
forany o € (0, ¢ i ¢), a dataset of size
d +1og(1/(5¢)) d k2a?~2/kdlogd n2dlogd)

o C2(-1/k) q2(1-1/k) (2-4/k 2 a2/k ’

n=0(

sensitivity of A = O(1/(na'/*)), and threshold of T = O(a'~'/*), with large enough constants are sufficient for HPTR(S)
with the distance function in Eq. @) to achieve | S/ (i — p)|| = O(kr¢ = /*a'=1/*) with probability 1 — (. Further, the
same guarantee holds even if a-fraction of the samples are arbitrarily corrupted as in Assumption|[I}

This sample complexity is near-optimal in its dependence in d, 1 /¢, and 1/ when § = e~®(%)., Suppose ¢, k, and « are ©(1).
Even for DP mean estimation without robustness, HPTR is the first algorithm that achieves |~ ~'/2(ji — p)|| = O(a'~1/*) with
n=0( az(l‘fl/k) + dHOEg(il/é)) samples, which nearly matches the known lower bounds. The first term O(d/a?(*=1/*)) cannot
be improved even if we do not require privacy. The second term O((d + log(1/d))/ec) nearly matches the lower bound of
n = Q(min{d,log((1 —e~¢)/d)}/(ea)) for DP mean estimation that we show in Proposition In typical DP scenarios,
we have 0 < ¢ < 1 and § = ¢~ ©(@ (Barber and Duchi 2014)), in which case the upper and lower bounds match. An existing
DP mean estimator (without robustness) of (Kamath, Singhal, and Ullman|2020) achieves a stronger (&, 0)-DP and a similar

accuracy but in Euclidean distance with a similar sample size of n = O(ﬁ + %) However, it requires a known or

identity covariance matrix and a known bound on the unknown mean of the form x € [~ R, R]%. Such a bounded search space is
critical in achieving a stronger pure privacy guarantee with § = 0.

The error bound is optimal in its dependence in o under a-corruption. The error bound || ~2(4 — u)| = O(«
matches the following information-theoretic lower bound in Proposition no algorithm can distinguish two distributions
whose means are at least O(al’l/ k) apart from a-fraction of samples corrupted, even with infinite samples. HPTR is the first

1—1/k)



algorithm that guarantees both differential privacy and robustness (i.e., the error only depends on « and not in d) for k-th moment
bounded distributions. If privacy is not required (i.e., ¢ = 00), a robust mean estimator from (Zhu, Jiao, and Steinhardt|2019)
achieves a similar error bound and sample complexity as ours.

Proposition B.17 (Lower bound for robust mean estimation). For any o € (0,1/2), there exist two distributions Dy and Dy
satisfying the hypotheses of Lemmasuch that drv (D1, D2) = o, and

=72 (i = pa)ll = Q%)
Proof. We construct two scalar distributions D7 and Do with dpv (D1, D2) = « as follows:

(1-a)/2, ife e {-1,1} (1-a)/2, ifex e {-1,1}
Dulw) = {Oé ifx = —al/F and  Da(z) = Ie ifz = al/k

The variance is (1) for both distributions and [E,p, [z] — Eyp,[z]| = 2a*~/*. Then it suffices to show that D; and D,

are both (O(1), k)-hypercontractive. In fact, we know E,.p, [z] = —a'/* B, p, [2%] = Epop,[2?] = 1 — a 4+ o' ~2/* and

Ep, [|z|*] = 2 — . Since a € (0, 1/2), there exists a constant ¢ such that E,p, [|z — p1|¥] < ¢, which concludes the proof.
O

Proposition B.18 (Lower bound for DP mean estimation). Let P, 5. be the set of (1, k)-hypercontractive distributions with

mean i € R? and covariance ¥ € R¥ 4, Let M, 5 be a class of (¢, §)-DP estimators using n i.i.d. samples from P € P, 5 1.
Then, for € € (0,10), there exists a constant c such that

SY2((S) )] > emin { (sl e ‘”)H/k , 1} |

inf sup Egpn]

AEMes |eRE N-0,PEP, 5 1 ne

Proof. We extend the proof of (Barber and Duchi||2014, Proposition 4) to hypercontractive distributions. Before we prove
the lower bound, we first establish the private version of standard statistical estimation problem. Specifically, let P denote a
family of distributions of interest and 6 : P — © denote the population parameter. The goal is to estimate 6 from i.i.d. samples
T1,T2,...,Tn ~ P.Let 0 be an (¢, 0)-differentially private estimator. Furthermore, let p : © x © — R be a (semi)metric on
parameter space © and £ : RT™ — R be a non-decreasing loss function with £(0) = 0.

To measure the performance of our (g, §)-DP estimator 0, we define the minimax risk as follows:

iIe}f 18)161[7; Esi no,oan~P [ﬂ (p (é (T1,...,2n) ,Q(P)))} . (23)

To prove the lower bound of the minimax risk, we construct a well-separated family of distributions and convert the estimation
problem into a testing problem. Specifically, let V be an index set of finite cardinality. Define Py, = {P,,v € V} C P be an
indexed family of distributions. If for all v # v" € V we have p(P,, P,y) > 2t, we say Py, is 2t-packing of ©.

The proof of (Barber and Duchi|2014} Proposition 4) is based on following lemma.

Lemma B.19 ((Barber and Duchi 2014, Theorem 3)). Fix p € [0, 1], and let Py, be a 2t-packing of © such that drv (P, Pyr) = p.
Let 0 be (e, 0) differentially private estimator. Then
1_—¢[n 1—ec[nel
(V] = 1) (eIl — o152 )

2 —e— ¢

w7 2P (o (o) 21) > —— iy @9

In our problem, we set P to be P = P, x .. It suffices to construct such index set V and indexed family of distributions Py,.
We construct a similar packing set defined in the proof of (Barber and Duchi|2014} Proposition 4). By (Acharya, Sun, and Zhang

2021, Lemma 6), there exists a finite set )V C R? with cardinality |V| = 2% ||lv|| = 1 forallv € V, and ||v — v'|| > 1/2 for
all v # v' € V. Define Qg as Qo = N(0,1xq), and Q,, as a point mass on x = a~ Yk ey, where v € V. We construct P, as
P, = aQ, + (1 — a)Qo.

We first verify that Py C P. It is easy to see u(P,) = E,up,[z] = a'"/*v and X(P,) = E,up,[(z — u(P,))(z —
1w(P)T] = (1 = a)lgxa+ a(l — a)a2/FvuT. This implies $14xq = S(P,) =< Igxq. Since E [(X — E[X])*] < E [X*] for
any X > 0, it suffices to show E,p, [| (u, z) |¥] < C* for some constant C' > 0 and any ||u|| = 1. In fact, let ¢;, denote k-th
moment of standard Gaussian, we have

k
Eoop, [ (u, ) |F] = (1 — a)cp, + a ‘<u, a_l/kv>‘ =0(1).
It is also easy to see that dpy (P,, P,y) = a. Let p(01, 62) = ||61 — 02]|. We also have

1
t= min o' "VFjw —0'|| > zal7VE,
vV EV 2



Next, we apply the reduction of estimation to testing with this packing V. For (g, §)-DP estimator /i, using Lemma[B.19] we
have

S(P) 2 (A(S) — p(P))]I?)

sup Egpn|

_1/2s 1
sup S(P)TVR(A(S) — nP)IP] = MZESNP{,‘[

veY
9 1 —1/2/
= R (1)) ~op) 2 )

1
2 —
VI

X

SR, (l(S) - 0P, >

vEV
d/2  (1_—e[nal _ )
€ (26 T—e

> 12 ;

1+ ed/2g—¢lnal

where the last inequality follows from the fact that d > 2.
The rest of the proof follows from (Barber and Duchi2014, Proposition 4). We choose

1 . d 1 1—¢e¢
=~ min< = — -
@ ne 2 58\ Tuses

sup B | S(P)™/2(1(S) = u(P))|*) 2 a*2/*
PEP

so that

This means, for e € (0,1),

o R 2-2/k
inf supEswpn[nz(P)1/2<a<s>—u<P>>||2}zmin{(d“ s(d W)) ,1} ,

REM: 5 PP ne
which completes the proof. O

Covariance bounded distributions A distribution P, 5 is covariance bounded with mean . and covariance ¥ if ||X|| < 1.
Contrary to the previous cases, the sample variance is not resilient as { (v, z; — )2} do not concentrate. To get around this issue,
we use the Euclidean distance: Dy (fi, 1) = ||t — || This leads to the surrogate Euclidean distance of

D) = max (v, i) — pro(Mya) - (25)

ol <1

As this does not depend on the robust variance, o2(M,, ), we only require the following first order resilience.

Lemma B.20 (Resilience of covariance bounded samples (Zhu, Jiao, and Steinhardt/[2019, Lemma G.3)). For any fixed
a € (0,1/2), consider a dataset S = {x; € R¥}1_, of n i.i.d. samples from a covariance bounded distribution with mean y and
covariance X3 = 0. If n = Q(dlog(d/¢)/(«)) then with probability 1 — 3¢, for any subset T C S of size |T| > (1 — a)n, there
exists a constant C' > 0 such that the following holds for all o € (0,1/2) and for all v € R? with ||v|| = 1:

‘ﬁ Z<U7xi>_uv

z, €T

< Ca'/?,

where p, = (v, p).

This lemma and Theorem [10} adapted for the new Dg(fi) = max,|<1(v, 1) — fv(My,qo), imply the following utility
guarantee.

Corollary B.21. Under the hypothesis of Lemma there exists a constant c¢ that only depends on ¢ such that for o € (0, c¢),
a dataset of size

d+log(1/(6 dlog(d
n:O( +log(1/(5¢)) , dlog( /C))’
ca o
sensitivity of A = O(1/(n+/«x)), and threshold of T = O(~\/«), with large enough constants are sufficient for HPTR(S) with the

distance function in Eq. to achieve || i — pi|| = O(a'/?) with probability 1 — 3C. Further; the same guarantee holds even if
a-fraction of the samples are arbitrarily corrupted as in Assumption



This sample complexity is near-optimal in its dependence in d, 1/¢, and 1/a for § = e~ 2@ It matches the information-
theoretic lower bound of n = Q(d/e«) from (Kamath, Singhal, and Ullman|2020). For completeness, we write the lower bound
in Appendix [Hl This problem is easier then the sub-Gaussian or k-th moment bounded settings, since the error is measured in
Euclidean distance and hence one does not need to adapt to the unknown covariance. Therefore there exist other algorithms
achieving near-optimality and even runs in polynomial time (Kamath, Singhal, and Ullman|[2020).

The error rate is near-optimal under a-corruption, matching the information-theoretic lower bound of || — || = Q(a'/?)
(Dong, Hopkins, and Li/2019). Note that there exists an DP and robust algorithm from (Liu et al.[[2021) that achieves near-
optimality in both error rate and sample complexity but requires an additional assumption that the spectral norm of the covariance
is known and the unknown mean is in a bounded set, [— R, R}d, with a known R.

Remark. Corollary is suboptimal as (i) the error metric is Euclidean || — || instead of Mahalanobis ||~ ~1/2 (1 — p)]|,
and (i¢) sample complexity scales as 1/¢ instead of log(1/¢). It remains an open problem if these gaps can be closed. For the
former, one could use the Stahel-Donoho outlyingness (Stahel| 1981; Donoho||1982)),

S [(v,2) — Med({v, S)
Dsp) = w0 Ned([{o, 5) — Med((0, 5))])

in the exponential mechanism, which replaces second moment based normalization by a first moment based one that is resilient.
Here, Med((v, S)) is the median of {(v,x;)}.,cs. Further, replacing the median by the median of means can improve the
dependence on (. Such directions have been fruitful for robust but non-private mean estimation (Depersin and Lecué|2021}).

C Linear regression
In a standard linear regression, we have i.i.d. samples S = {(z; € R%,y; € R)}?_, from a distribution Pg s, > of a linear model:

T
where the input zz; € R? has zero mean and covariance ¥ and the noise 7; € R has variance 2. We further assume E[x;7;] = 0,
which is equivalent to assuming that the true parameter 3 = X~ 'E[y;z;]. In DP linear regression, we want to output a DP

estimate 3 of the unknown model parameter S (which corresponds to 6 = p in the general notation), assuming that both
covariance 3 = 0 and the noise variance 72 (corresponding to ¢ = (¥, ) in the general notation) are unknown. The resulting

error is measured in Dgﬁ(B .B) = (1/9)||=Y2(B — )| which is equivalent to the (re-scaled) root excess prediction risk of the

estimated predictor /3. Similar to Mahalanobis distance for mean estimation, this is challenging as we aim for a tight guarantee
that adapts to the unknown ¥ without having enough samples to directly estimate Y. We follow the three-step strategy of
Section[I.2)and provide utility guarantees.

C.1 Step 1: Designing the surrogate D () for the error metric (1/7)||X/2(3 — ) ||

In the RELEASE step of HPTR, we propose the following surrogate error metric for the exponential mechanism:

R m 2w, 5. (0 Tilyi = z 9))

Ds(B8) = max = . ; (26)
( ) vi||v]| <1 O'v<Mv,a)'7
where 42 is defined as
. .1 3
7 =min —— > (v —z/B)’. 27)
B ‘Bﬁ,CJ i€Bj

We define NV, B My.o and By, as follows. For a fixed v, M, q is defined in Appendix as a subset of S with

size (1 — (4/5.5)a)n that remains after removing (4/5.5)an data points corresponding to the top (2/5.5)an and the bottom
(2/5.5)an samples when projected down to S, = {(v, ;) };¢[). We denote a robust estimate of the variance in direction v
as 0y (My,a)? = (1/|Moal) Xp, e, . (v, 2i)?, since z;’s are zero mean. Similarly, for fixed /3 and v, we consider a set of
projected data points .S, 5 = {(v,z;(y; — x?B))}iE[n] and partition S into three disjoint sets B, 5 .. N, 5 ,.and T, 5 . where

B, 5., is the subset of S corresponding to the bottom (2/5.5)an data points with smallest values in .S 5 T, .o corresponds
to the top (2/5.5)an data points, and V, 5 , corresponds to the remaining (1 — (4/5.5)a)n middle data points. We use
To 300Ny j.o» and B, 5 to denote both the set of paired examples {(z;,y;)} and the set of indices of those examples, and it

v v
should be clear form the context which one we mean.

For a fixed 3, B, is defined as a subset of S with size (1 — (3.5/5.5)a)n that remains after removing the largest (2/5.5)an
data points in set S = {(y; — z B)*}iejn)-



This choice is justified by Lemma|C.1] which shows that if we replace the robust one-dimensional statistics by the true ones,
we recover the target error metric. Hence, the exponential mechanism with distance DS(B) is approximately and stochastically
minimizing ||£1/2(3 — B)||. For a more elaborate justification of using Dg(/3), we refer to a similar choice for mean estimation
in Appendix [B.T]

Lemma C.1. Forany 3 € R, 0 <X € R¥™4, v > 0, let 02 = v Sv. IfE[n;z;] = 0, y; = a] B+ n;, and (x;,y;) ~ Pg s 2
then we have

Ep,, .02y — 2] B))]

I=?(3-8) = max and
vi||v]|<1 Oy
72 = min E[(y; — 2, B)%] .
BER
Proof. We have
EPB‘EYWQ [(v, 2 (y; — xTB)” EPB,E,wQ [(v, Q_’,‘,L(I’ZT(/B — B) +m:))]
max = max
vi|lv]| <1 Oy vrllol| <1 o
(8- .
- 1;:?3}?[?1@ = ||21/2(5_/8)H ’

where the second equality uses the fact that n; has zero mean and x; has covariance .. The last equahty follows from Lemma
For the noise, we have E[(y; — ; 8)*] = E[(z; 8 + i = xTﬁ) ] = E[n?] + E[(B — B)ziz; (3 — B)], which follows from
E[n;z;] = 0. This is minimized when 8 = 3, and the minimum is 2. O

C.2 Step 2: Utility analysis under resilience

The following resilience is a fundamental property of the dataset that determines the sensitivity of DS(B). We refer to
Appendix for a detailed explanation of how resilience relates to sensitivity.

Definition C.2 (Resilience for linear regresswn) For some o € (0,1), p1 € Ry, p2 € Ry, and p3 € Ry, we say a set of n
labelled data points Sgooq = {(x; € R%,y; € R)}, is (v, p1, pa, p3, pa)-resilient with respect to (B,%,v) for some 3 € RY,
positive definite . € R4, and v > 0 if for any T C Sgood of size |T| > (1 — a)n, the following holds for all v € R with
[[ofl = 1:

1
i X el < me (28)
(zi,y:)ET
o S -t < ot 29)
| ‘mGT
’|T| w,z)| < psow ,and (30)
;€T
1
g X el < (1)
(zi,y:)ET

where 0% = v Y.

For example, n i.i.d. samples from sub-Gaussian x;’s and sub-Gaussian 7);’s (independent of =x;’s) is
(o, O(alog(1/a)), O(alog(l/a)), O(ay/log(1/a)), O(alog(1/w)))-resilient. Resilient dataset implies a sensitivity of A =
O(p1/(an)) = O(log(1/a)/n), where a is a free parameter determined by the target accuracy (1/7)[|S'/2(3 — B)|| =
O(alog(1/a)). We show that a sample size of O((d + log(1/d))/(ec)) is sufficient to achieve the target accuracy for any

resilient dataset. In Appendix we apply this theorem to resilient datasets from several sampling distributions of interest and
characterize the trade-offs.

Theorem 11 (Utility guarantee for linear regression). There exist positive constants ¢ and C' such that for any (c, p1, p2, P3, Pa)-
resilient set S with respect to (3,2 = 0,~v > 0) satisfying o € (0,¢),p1 < ¢, p2 < ¢, p3 < caand py < ¢, HPTR with the

distance function in Eq. 26), A = 110p, /(an), and 7 = 42p; achieves (1/7)||2Y2(3 — B)|| < 32py1 with probability 1 — ¢, if
L dt1os(1/(5)

- [51e

(32)



Robustness of HPTR  One by-product of using robust statistics in Dg( B ) is that robustness for HPTR comes for free under a
standard data corruption model.

Assumption 2 (ccorrupt-corruption). Given a set Sgood = {(z; € R4, 7; € R)}_, of n data points, an adversary inspects all
data points, selects 0corrupt™ Of the data points, and replaces them with arbitrary dataset Spaq Of Size Qcorrupt. The resulting
corrupted dataset is called S = {(x; € R, y; € R)}™,.

The same guarantee as Theorem holds under corruption up to a corruption of @corrupt < (1/5.5)a fraction of a
(e, p1, p2, p3, pa)-resilient dataset Sgo0q. The factor (1/5.5) is due to the fact that the algorithm can remove (4/5.5)« fraction
of the good points and a slack of (0.5/5.5)« fraction is needed to resilience of neighboring datasets.

Definition C.3 (Corrupt good set). We say a dataset S is (Qicorrupt, O P1, P2, P3, P4)-corrupt good with respect to (5, L, ~y) if it
is an Ouorrupt-corruption of an (o, p1, p2, ps, pa)-resilient dataset Seood-

Theorem 12 (Robustness). There exist positive constants ¢ and C such that for any ((2/11)a, a, p1, pa, p3, p4)-corrupt good set
S with respect to (8,3 = 0, > 0) satisfying o < ¢, p1 < ¢, pa < ¢, p3 < caand py < ¢, HPTR with the distance function in
Eq. @6), A = 110p, /(an), and T = 42p; achieves (1/7)||SY2(3 — B)| < 32p1 with probability 1 — ¢, if

L 4+ 1o(1/(5)

Ex

. (33)

We provide a proof in Appendixs [C.2HC.2] When there is no adversarial corruption, Theorem [TT|immediately follows by
selecting « as a free parameter.

Proof strategy for Theorem[12] The overall proof strategy follows that of Appendix [B.2]for mean estimation. We highlight the
differences here.

Lemma C.4 (Lemma 10 from (Steinhardt, Charikar, and Valiant2018)). For a («, p1, p2, p3, p4)-resilient set S with respect to
(8,%,7) and any 0 < & < «, the following holds for any subset T C S of size at least &n and for any unit vector v € R9:

|;| wa?—o2| < 2ol (35)
11ﬂ|g;7;eT <v’xi> < 2 _~ o p3oy , and (36)
‘I;uigeT(yi—w? )P=97 < 2;dp472 : 37)

This technical lemma is critical in showing that the sensitivity of one-dimensional statistics is bounded by the resilience of the

dataset, such that the sensitivity of Dg(/3) for a resilient .S is bounded by

p%) pL+ (/I3 - Bl

(% an

)

IDs(B) — Ds:(B)] < C'(1+

for some constant C” and for any neighboring dataset S” as shown in Eq (7). The desired sensitivity bound is local in two ways:
it requires S to be resilient and (1/7)||£1/2(3 — B)|| = O(p1). Under the assumption that p3/a = O(1) with a small enough
constant, this achieves the desired bound A = O(p; /(an)) with 3 € B. g and 7 = O(p1). The standard utility analysis of
exponential mechanisms shows that the error of (1/7)||2'/2(3 — 8)|| = O(p1) can be achieved when e©(®—¢&xr1 < ¢, which
happens if n = Q((d + log(1/¢))/(ec)) with a large enough constant. The TEST step checks the two localities by ensuring that
DP conditions are met for the given dataset.

Outline. Analogous to the mean estimation proof, the analyses of utility and safety test build upon the universal analysis of
HPTR in Theorem[I3] For linear regression, we show in Appendices[C.2}C.2] that the assumptions of Theorem [I5]are met for
a resilient dataset and the choices of constants and parameters: p = p1, ¢ = 31.8, ¢; = 10.2, 7 = 42p1, A = 110p1/(an),
T =42p1, k* = (2/€)log(4/(6¢)), and a large enough constant ¢z, and assume that & < ¢ and p; < ¢ for small enough constant
c. A proof of Theorem [12]is provided in Appendix [C.2] and Theorem [[T]immediately follows by selecting « as a free parameter.

The above resilience properties also imply the following useful resilience on the Sz = {(y; — ﬂT:ci)Q}i:[n] for any vector 3.

Lemma C.5 (Resilience of residual square). Let Sgooa = {(z; € R, y; € R)};—(n) be (v, p1, p2, p3, pa)-resilient with respect
to (8,%,7). Let p* = max{p1, pa, ps}. Then we have



1. forany T € Sgooa of size |T| > (1 — a)n and any vector 3 € R,

O = BTa = (S5 - BN < o+ A - (39)

(zi,y:) €T

2. and forany 0 < & < acand T € Sgo0q of size |T'| > én, we have

1 2—a

T2 = BTa = (0 ISAE - I < =5+ 26 - ) (39)
(wiyi) €T
Proof. The proof follows directly from resilience properties of Eq. (28), (29) and (31). O

Resilience implies robustness To show that the assumption @ in Theorem @ is satisfied, we use the robustness of
one-dimensional variance o,(M,, ) (Lemma|C.6) and show that Dg(3) is a good approximation of (1/4)||%Y2(3 — B)]|

(LemmalC.8).

Lemma C.6. Foran ((2/11)a, a, p1, pa, p3, pa)-corrupt good set S with respect to (3, %, ), and any unit norm vector v € RY,
we have 0.90, < 0,(M, o) < 1.10,.

Proof. This follows from Lemma [B23] O

Lemma C.7. Foran ((2/11)a, o, p1, pa, p3, pa)-corrupt good set S with respect to (3, %, ), and any unit norm vector v € R,
we have 0.99y < 4 < 1.017.

Proof. Analogous to the proof of Lemma for any fixed 3, we have

|B;| S (i — 2T B — (4 [5V2(8 - B))?
Y ieBs o
IS8, s — 2T B2 = (+ [SV2(8 = B2
- (1-1(2/5.5)a)n
IS8, s 0 — 27 B2 — (3 + [S2(8 = B))?
(1—(2/5.5)a)n
@ (L= @/55)a)np" (0 + S8 - B | (2/an- 2"y + 528~ HIN/(2/11)a)
- (1—-(2/5.5)a)n (1-(2/5.5)a)n
C 56— A “0)

where (a) follows from Lemma and () follows from our assumption that o < ¢ for some small enough constant c.
Let F(B) = Wl\ EieB[; (y: — ;] B)*. We know 4% = ming F(3) < F(f3), which, together with Eq. @0) implies

77 < (1+4p")y* < 1.020197

when p* < ¢ for some c small enough.
Also we have

2= (1=4p") (v + [E2(8 = B))? = (1 — 4p")7* > 0.98017°.

when p* < ¢ for some ¢ small enough. O

Lemma C.8. Foran ((2/11)x, «, p1, p2, p3, pa)-corrupt good set S with respect to (8,3, ), lfB € B; s and T = 42p, then
[IZY2(8 = B)I /7 = Ds(B) | < 0.157 + L.1p1 < 10.2p1.

Proof. By Lemma|[C.T] Lemma|[G.2)and resilience Eq. (28) and Eq. (29), we have
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Together with Lemmal[C.6] this implies

0.9Ds(B)y — p1y
1+ p2

1.1Ds(B)4 + p1v
1 —p2 '

|=28-8)| <

Assuming ps < 0.013, we have 0.86Dg(3) — 1.1p; < HEl/Q(ﬁ - B)H /v < 1.15Dg(B) + 1.1p1. Since Dg(B) < 7, we get
the desired bound. O
Bounded Volume We show that the assumption in Theoremis satisfied for robust estimate DS(B ).

Lemma C.9. For p = p1, cg = 31.8, ¢; = 10.2, 7 = 42p1, A = 110p1 /(an), and c3 > 1og(67/12) + log((co + 2¢1)/c1), we
have (7/8)T — (k* + 1)A > 0,
VOI(BT+(k*+1)A+c1p,S)
Vol(B(7/8)r—(k*+1)A—c1p,S)
Vol({0: [ZV2(8 = B/ < (co +2c1)p}) . coa
Vol({6 : [Z1/2(8 = B)II /v < e1p})

ng

IN

, and

e

Proof. The proof is similar to the proof of Lemma[B.7] The second part of assumption [(@)] follows from the fact that
Vol({ii: [£Y2(3 = )|l < r}) = calS|r

for some constant ¢, that only depends on the dimension and selecting ca > log((co + 2¢1)/c1). The first part follows from our
choices of ¢g, ¢1, 7, A and the following corollary.

Corollary C.10 (Corollary of Lemma ). If B € Bars and T = 42p; then | ||SV/2(3 — B)|| /v — Ds(B) | < 14.2p1.
O

Resilience implies bounded local sensitivity We show that resilience implies the assumption[(b)|in Theorem|[T3](Lemmal|C.14).
Assuming (k* + 1)/n < «/2, we show a set S’ with at most k* data points arbitrarily changed from .S has bounded local
sensitivity. This implies that S” is a ((1/5.5)a + (k*/n), o, p1, p2, ps, pa)-corrupt good set with respect to (3, X, ).

Lemma C.11. For an ((1/5.5)a + &, «, p1, p2, p3, pa)-corrupt good set S’ with respect to (8,%,7), & < (1/11)a, and any
unit norm v € R, we have 0.90,, < oy(My o) < 1.10,,.

Proof. This follows from Lemma [B.9] O

Lemma C.12. Foran ((1/5.5)a + &, «, p1, p2, p3, pa)-corrupt good set S’ with respect to (8,3, ), and any unit norm vector
v € RY, we have 0.99y < 4 < 1.01~.

Proof. This proof follows from the proof of Lemma[C.7] O



Lemma C.13. For an ((1/5.5)a + &, «, p1, p2, p3, pa)-corrupt good . set S’ with respect to (3,2,7) and & < (1/11)ay, if

B € Bysr then we have |SV/2(3 — B)|| /v < 1.1p1 + 1.15t and |Dg/(B) — |=V/2(B — B)[|/~| < 1.1py +0.15t.
Proof. 1t follows from the proof of Lemma [C.8] O
Lemma C.14. For A = 110p,/(an), 7 = 42p1, and an ((1/5.5)a, «, p1, p2, p3, pa)-corrupt good S, if
_ Q<log(1/(5<))) 7
ae

with a large enough constant then the local sensitivity in assumption|(b)\is satisfied.

Proof. We follows the proof strategy of Lemma-m Appendix [B.2] Consider a dataset S’ which is at Hamming distance at
most (1/11)an from S and corresponding partition (’T v N v p.ar By o) of S for a specific direction v. By resilience

property of the tails in Eq. (34) and Eq. (35), Lemma|G.1} and Lemma|G.2} we have for any v € R? with unit norm ||| = 1 and
any B e R,

T 1 T A
VT Sl Zievaﬁyamsgood ((ffzxz -%)(B-5)+ xini)

Oy
1 R
< |z 2| —— @l =) (8- 41
< || e B, Gl D)+ @
v,6,a zETﬂ"ﬁ‘aﬂSgood
n-1/2 1 Z LM
7 '
‘7;»67(1 N Sgood‘ iETu/‘B‘ NSgood
202 5172
< 42
< BB B+ “2)
where Sgq0q is the original uncorrupted resilient dataset. Similarly, we have
vl B, %\Sgood\ Yien 5.aMSgo0d ((mzxj - E) (8—-0)+ xml) 202 1/2 - 2p1
oo 2o < ) - .
- < TraalB e -+ i
This implies
vl (:Eixj(ﬂ -B)+ fcim) ol (ﬂciw?(ﬂ —B)+ wmz')
min — max
ieTv”ﬁ,amSgood Oy ieB;)B)Qr"Sgood Ow
44p 44p
< P PG ). @)

v,ﬁ «@

at most by one entry. Denote those entry by z; and ; = y; — (8, z;) in N’ 5 | and 2/ and 7} in N” " Then from Eq. @3),
we have

Analogous to Lemma ,fora nelghbonng databases S’ and S”/, the correspondmg middle sets N/ ;  and N/ differ

o7 ((elal” = o) = B) -+ atnt = )| < (22 2225 - )1 )

which implies that

! 5 1 .
UTW Z (xixf(ﬁ - B+ mﬂ) - Jm > (:cixj(ﬁ —B)+ m)

ieN” 5
B,a

: 44 44
= (1(4(;5.5)04)71( apl p2|\21/2(ﬁ B)II) (44)




By resilience properties in Eq. (28) and Eq. (29), and Lemma Lemma and the fact that N 5.0 1 Saooa is at least of
size (1 — a))n, we have for the data points in NZ’B o M Sgood:

T 1 T A
U N el ZieNl’)”B’aﬁSguod (xz‘ffi (B—p)+ :Emi)

Oy

<1+ p)|IZV2(B - B)| + pry -

By Eq. #2), for any z// € Né/ﬁ,a N Spada (Where Spaq = S” \ Sgooa) We have

R . 1 T .
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Since |Shad| < (1.5/5.5)an and a < ¢ for some small enough constant ¢, we have

1 .
UT4(1_(4/5.5)a)n’ Zie/\/;’)é)a (mﬂj(ﬂ -8)+ xim)

UU
vl (1—(4/15.5)a)n Zie.f\/”B NSpad (a:ix;(,b’ - 5) + xiﬁi)
= — +
UU
T 1 +T(R _ A .
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< 1 g _
< 455 + (A + o) IZ 28 = B)ll + ;1)
< Tyt A+ a+Tp)|SV2(B -8 - 45)

Analogous to Eq. (T9), by using resilience properties in Eqs. (29) and (30), we have

0/2_0//2 — 1 vx_2_ vx_2
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By Egs. @3), @4), and {@6)), we have
|Ds/(8) = D5 ()

} Vit S, (wal B=B)+am) 0Tt S, (vl (-8 + )
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where the last three inequalities follow from our assumptions that « < ¢ and ps < ¢, p% < ca, pgs < c with a small

enough constant ¢ and Lemma From Lemma , we know if § € B4 (k*43)A,5, We have ISY2(6 - B)|I/y <
1.1p1 + 1.15(7 + (k* + 3)A). We show that ||S1/2(3 — 3)|| < 50p17 for the choices of A, k*, 7 and n:

50p1 1og(1/(6¢))

11py +1.15(7 + (K" +3)A) < 49p; +
ean

S 50,01 )

where A = 110p1/(an), 7 = 42p1, k* = (2/¢)1log(4/(6¢)), € < log(4/5¢) and n > C'log(1/(6¢))/(e c) for some large
enough universal constant C’ > 0. This implies

110p1
an

=A.

|Ds/(B) — Dsv(B)] <
O

Proof of Theorem[I2] We show that the sufficient conditions of Theorem [I5]are met for the choices of constants and parameters:
p=d,p=p1,co=318,¢ =10.2, 7 = 42p;, and A = 110p;/(an). We can set ¢ to be a large constant and will only
change the constant factor in the sample complexity. The assumptions[(a)| [(b)] and [([d)| follow from Lemmas|C.9] [C.14] and [C.8]
respectively. The assumption |[(c)| follows from

110p; < 1.2p1e B (co — 3cr)pe
an = 32(cad + (¢/2) +1og(16/(6C))) ~ 32(cap + (¢/2) + 1og(16/(5¢))) ’

for large enough n > C’(d + log(1/(6¢)))/(ce). This finishes the proof of Theorem [12|from which Theorem 11| follows
immediately.

A=

C.3 Step 3: Achievability guarantees

We provide utility guarantees for popular families of distributions studied in the private or robust linear regression literature:
sub-Gaussian (Diakonikolas, Kong, and Stewart|2019; Gao|2020; |[Zhu, Jiao, and Steinhardt[2019; Cai, Wang, and Zhang2019;
Wang|[2018) and hypercontractive (Zhu, Jiao, and Steinhardt|2019; Klivans, Kothari, and Meka 2018}; (Cherapanamjeri et al.
2020; |Jambulapati et al.[|2021; [Bakshi and Prasad|[2021}; [Prasad et al.[2018)). Similar to mean estimation, the resilience we need
scales with the variance. For sub-Gaussian distributions, this requires a lower bound on the variance of the form o < I for the
sub-Gaussian proxy I'. For the k-th moment bounded distributions, we require hypercontractivity.



Sub-Gaussian distributions The most common scenario in linear regression is when both the input x; and the noise 7; are
sub-Gaussian as we defined in Eq. (Z1) and independent of each other. The next lemma shows that the resulting dataset is
(O(alog(1/a)), O(alog(l/a)), O(ay/log(l/a)), O(alog(1l/a)))-resilient, which follows from the covariance resilience of
sub-Gaussian distributions.

Lemma C.15 (Resilience for sub-Gaussian samples). Let D be a distribution of x; € R% which is zero mean sub-Gaussian
with covariance % and sub-Gaussian proxy 0 < I' =X cX for some constant c. Let Dy be a distribution of n; € R which
is a zero mean one-dimensional sub-Gaussian with variance v? and sub-Gaussian proxy ’yg < ¢y? for some constant c.
A multiset of i.i.d. labeled samples S = {(x;,y;)}_, is generated from a linear model with noise n; independent of x;:
Yi = sz B + mi , where the input x; and the independent noise n; are i.i.d. samples from Dy and Ds. There exist constants
c1 and ¢y > 0 such that, for any o € (0,1/2), if n > c1((d + log(1/¢))/(alog(1/a))?) then, with probability 1 — ¢, S is

(a, coarlog(1l/a), cacxlog(l/ar), coarn/log(l/a), cacrlog(1/x))-resilient with respect to (8, %, ).
r1/2y
i/
know Z; can be seen as samples from a zero mean sub-Gaussian distribution with covariance I(441)x (4+1)- By (Jambulapati, Li]

and Tian|2020, Corollary 4) and union bound, we know if n = Q(d + log(1/¢))/(alog(1/a))? then there exists a constant Cy
such that with probability 1 — ¢, forany 7' C S and |T'| > (1 — «)n and any unit vector u € R*!, v € R?, we have

Proof. This follows from (Jambulapati, Li, and Tian|2020, Corollary 4). Let &; := [ i ] € R4*+1, By definition, we

( Z z;z I(d+1)><(d+1)> u| < Cralog(l/a) , (48)
;cleT
v ( Z »n12,, xTZ /2 _ Idxd> v| < Cralog(l/a) , and (49)
T 7=
1 m
T - —1| < Cialog(l/a) . (50)
IT]| oy

Let u := [ Z; } where u; € R% and up € Rand ||u;||? + u3 = 1. Then Eq. @8) is equivalent to

2u 1 uz 1
<|TZ:2 V2] 5712 — Idxd) up + =2 T‘T|Zzil/2xi7h+im Z(”iQ*VQ)

i€T €T €T
< Cralog(l/a) . (51)

By Eq. (@9) and (30), we know

uf |T|ZE Vil 572~ Tea)un| < Crlog(1/o) |

€T
\T| Z < Cralog(l/a)us
€T
This means
2u 1 _
—Chralog(1/a)(1+ [lui|® +u3) < —2u1T T ZZ V2zm; < Cralog(1/a)(1 + |Jug]? 4+ u2) . (52)
€T

For any unit vector w € R%, let u; = 0.5w. Thus, we have u3 = 0.75. Eq. (52) implies

1 1
T ZE 1/21,1,,72

T < Chyalog(l/a) , (53)
| ‘ i€T

for some constant C. This proves the first resilience in Eq. (28). The second, third and fourth resilience properties in Egs. (29),
@) and @ follow from (Dong, Hopkins, and L2019, Lemma 4.1), (Jambulapati, Li, and Tian|2020, Corollary 4) and a union
bound.

O



The above resilience lemma and Theorem [I2]imply the following optimal utility guarantee.

Corollary C.16. Under the hypothesis of Lemma there exists a constant ¢ > 0 such that for any « € (0, ¢), a sample size
of

_ o d+]log(1/¢) | d+]log(1/(6¢))
N O((alog(l/a))2 i ag ) ’

a sensitivity of A = O(log(1/«)/n), and a threshold of T = O(alog(1/)) with large enough constants are sufficient for
HPTR(S) with the distance function in Eq. Q6)) to achieve

1 ~
SIZ2(B=B)I = Olarlog(l/a), (54)
with probability 1 — (. Further, the same guarantee holds even if a-fraction of the samples are arbitrarily corrupted as in
Assumption[2}

The sample complexity is nearly optimal. Even for DP linear regression without robustness, HPTR is the first algorithm for sub-
Gaussian distributions with an unknown covariance ¥ that up to log factors matches the lower bound of n = Q(d/a? + d/(ag))
assuming ¢ < 1 and § < n~ 1% for some w > 0 from (Cai, Wang, and Zhang|[2019, Theorem 4.1). For completeness, we
provide the lower bound in Appendix [H} An existing algorithm for DP linear regression from (Cai, Wang, and Zhang|2019) is
suboptimal as it require X to be close to the identity matrix, which is equivalent to assuming that we know ..

The error bound is nearly optimal under a-corruption, namely HPTR is the first robust estimator that is both differentially
private and also achieves the near-optimal error rate of (1/7)[|X!/2(3 — )| = O(alog(1/c)), matching the known information-

theoretic lower bound of (1/7)[|2*2(3 — A)|| = Q(«) (Gao|2020) up to a log factor. This lower bound holds for any robust
estimator that is not necessarily private and regardless of how many samples are available. If privacy is not required (i.e., € = 00),
a similar guarantee can be achieved by, for example, (Diakonikolas, Kong, and Stewart|2019).

Hypercontractive distributions with independent noise ~We assume x; and 7); are independent and (k, k)-hypercontractive
and (%, k)-hypercontractive, respectively, as in Definition For the necessity of hypercontractive conditions for robust linear
regression, we refer to (Zhu, Jiao, and Steinhardt|2019] Section FE.5). The next lemma shows that the the resulting dataset has a
subset of size at least (1 — a)n that is (O(a), O(a!=1/*), O(a'=2/F), O(a* 1), O(a' ~2/*))-resilient.

Lemma C.17 (Resilience for hypercontractive samples). For some integer k > 4 and positive scalar parameters k and i, let Dy
be a (k, k)-hypercontractive distribution on x; € RY with zero mean and covariance > = 0. Let Dy be a (F, k)-hypercontractive
distribution on n; € R with zero mean and variance . A multiset of labeled samples S = {(z;,y;)}"_, is generated from a
linear model: y; = x;'— B + n;, where the input x; and the independent noise n; are i.i.d. samples from D1 and Ds. For any
a € (0,1/2) and any constant c3 > 0, there exist constants ¢y and co > 0 that only depend on c3 such that if

d k2a?=2/k(1 4 1/&%)dlog d N x2(1 + &?)dlog d)

nza (<2<1—1/k>a2(1—1/k> 2]k g2 2k

(55)

then S is (cza, o, cokrika 1 /FCTE cok?k2a1 =202k okl ~VRCVE cok?R2al=2/R¢=2/%)-corrupt good with re-
spect to (3, %, ) with probability 1 — (.

Proof. Since of x; and n; are independent, we know
k k
E U<v,7121/2xn>‘ } =E U<v,21/2x>’ ] E [\’y*ln\k] < kFRF .

This implies v~ 'X~'/227 is a k-th moment bounded distribution with covariance I, 4. By Lemma , under the sample
complexity of (53)), with probability 1 — 8, there exists a subset Sgooq C S such that [Sgeod| > (1 — a)n and there exists a
constant C' such that for any subset T' C Sg0q and |T'] > (1 — 10a)[Sgood|, we have

1 1
=y =S P,
T ; g

< CkrRyal—V/k¢=1k (56)

This proves the first resilience in Eq. (28). The second resilience in Eq. (29), third resilience in Eq. (30) and fourth resilience in
Eq. (1) follow directly from Lemma [B.15] O

The above resilience lemma and Theorem imply the following utility guarantee. HPTR is naturally robust against
(1/5.5 — ¢3)a~corruption of the data. Choosing appropriate constants, we get the following result.



Corollary C.18. Under the hypothesis of Lemma there exists a constant ¢ > 0 such that for any o < cand k*k?a'=2/F < ¢,
it is sufficient to have a dataset of size

d k2a?~2/k(1 4+ 1/k?)dlogd = k*(1+ &%)dlogd d+log(1/6)
C2(1-1/k) q2(1-1/k) (2-4/k 2 + a2/k + e ) ’

n=0( (57)
a sensitivity of A = O(1/(na'/*)), and a threshold of T = O(a*~/*) with large enough constants for HPTR(S) with the
distance function in Eq. @8)) to achieve (1/7)||S'/2(8 — B)|| = O(kkika =Y k¢=/k) with probability 1 — (. Further, the same
guarantee holds even if a-fraction of the samples are arbitrarily corrupted as in Assumption

The error bound is optimal under a-corruption: namely the error bound (1/7)[|%'/2(3 — B)|| = O(a*~1/*) matches the
lower bound (1/7)[|£/2(3 — B)|| = Q(a'~'/*) by (Bakshi and Prasad|2021) where the noise 7; is (1, k)-hypercontractive and
independent of x;, which is also (1, k)-hypercontractive. For completeness, we provide the lower bound in Appendix HPTR
is the first algorithm that guarantees both differential privacy and optimal robust error bound of O(al_l/ *) for hypercontractive
distributions. If only robust error bound under a-corruption is concerned, (Zhu, Jiao, and Steinhardt|2019)) also achieves the
same optimal error bound, but does not provide differential privacy. Further, in this robust but not private case with € = oo, our
sample complexity improves by a factor of a®/* upon the state-of-the-art sample complexity of (Zhu, Jiao, and Steinhardt|2019)
Theorem 3.3) which shows that n = O(d/a?2) is sufficient to achieve (1/7)||SY/2(8 — B)|| = O(at~1/%).

Remark. Suppose k, #, &, and ¢ are ©(1). HPTR achieves (1/7)[|SY/2(3 — B)|| = O(a*~Y/*) with n = O(d/(a*2/%) + (d +
log(1/6))/(ce)) samples, where O hides logarithmic factors in d. The first term cannot be improved as it matches the first term
of a lower bound of n = Q(d/a?~2/* 4+ d/(a'~'/*¢)) from (Cai, Wang, and Zhang|2019, Theorem 4.1), which holds even for
standard non-robust sub-Gaussian (which is (cg, k)-hypercontractive for any k& € Z and a constant ¢, that depends only on
k) linear regression with independent noise (see Appendix [H|for a precise statement). However, we do not have a matching
lower bound for the second term. To the best of our knowledge, HPTR is the first algorithm for linear regression that guarantees
(e, 9)-DP under hypercontractive distributions with independent noise.

Hypercontractive distributions with dependent noise We assume x; and 7; may be dependent and marginally (k, k)-
hypercontractive and (%, k)-hypercontractive, respectively, as defined in Definition In this case, the first resilience
p1 that determines the error rate increases from O(a'~1/%) to O(a'~2/%) as a result of the input and the noise being
potentially correlated. The next lemma shows that the the resulting dataset has a subset of size at least (1 — «)n that is
(O(a), 0(a'=2/%), O(a*=2/F), O(a'~1/*), O(a'=?/%))-resilient.

Lemma C.19 (Resilience for hypercontractive samples with dependent noise). For some integer k > 4 and positive scalar
parameters k and F, let Dy be a (k, k)-hypercontractive distribution on x; € R with zero mean and covariance ¥ = 0. Let
Dy be a (&, k)-hypercontractive distribution on 1; € R with variance 2. A multiset of labeled samples S = {(z;,y;)}7, is
generated from a linear model: y; = x;'— B+ 15, where {(xi,7;) }ic[n) are i.i.d. samples from some distribution D whose marginal
distribution for x; is D1, the marginal distribution for n; is D, and E[x;m;] = 0. For any « € (0,1/2) and c5 > 0, there exist
constants cy and cg > 0 that only depend on c3 such that if

> cl( d k2a?=4/k(1 + 1/&%)dlogd N k%(R? + 1)dlog d) ’

C2(1-1/k) o 2(1-1/k) (2-4/k 272 oAk (58)

then S is (0304,04,02]65,‘%0(1_2/’“(_2/’“,02k2m2a1_2/k§_2/k,CQk’fial_l/k(_l/k,02k:2/%20z1_2/kc_2/k)—corrupt good with re-
spect to (B, %, ~) with probability 1 — (.

1/2

Proof. Since 1; and z; are dependent, we can only bound k/2-th moment of 4~ '3 ~1/227. By Holder inequality, we have

1 T R [ Nl e T

The rest of the proof follows similarly as the proof of Lemma

O

The above resilience lemma and Theorem [I2] imply the following optimal utility guarantee achieving an error rate of
O( al—2 /k ) )
Corollary C.20. Under the hypothesis of Lemma there exists a constant ¢ > 0 such that for any o < cand k*k?a'=2/F < ¢,
it is sufficient to have a dataset of size
B O(d+log(1/5) d k2a?~4/k(1 4 1/&%)dlog d N K2(R? + l)dlogd)
n= e C2(=1/k) q2(1—1/k) (2-1/k 272 ATk ,




a sensitivity A = O(1/(na?/*)), and a threshold T = O(a*~2/*), with large enough constants for HPTR(S) with the distance
function in Eq. @) to achieve (1/~)||SY2(3— B)|| = O(kria=2/*¢=2/%) with probability 1 — . Further, the same guarantee
holds even if a-fraction of the samples are arbitrarily corrupted as in Assumption 2]

This error rate is optimal in its dependence in o under a-corruption. When 7; and x; are dependent, (Bakshi and Prasad|2021})
gives a lower bound of error rate (1/7)||S/2(5 — B)|| = Q7o' ~2/%) that holds regardless of how many samples we have and
without the privacy constraints. For completeness, we provide the lower bound in Appendix [Hl If only robust error bound under
a-corruption is concerned, (Zhu, Jiao, and Steinhardt|2019)) also achieves the same optimal error bound, but does not provide
differential privacy. Further, in this robust but not private case with ¢ = oo, our sample complexity improves by a factor of /%
upon the state-of-the-art sample complexity of (Zhu, Jiao, and Steinhardt[2019, Theorem 3.3) which shows that n = O(d/a?) is
sufficient to achieve (1/7)[|SY/2(8 — B)|| = O(at=2/%).

Remark. Suppose C, k, &, and k are ©(1). The sample complexity of HPTR is . = O((d + log(1/4))/a?1=1/%) 4 d/(ae)).
The first term has a gap of o~ 2/* factor compared to the first term of a lower bound of n = Q(d/a?(1=2/F) 4 d/(a'~2/F¢))
from (Cai, Wang, and Zhang||2019} Theorem 4.1), which holds even for standard non-robust sub-Gaussian DP linear regression.
It remains an open question whether this gap can be closed, either by a tighter analysis of the resilience for HPTR or a tighter
analysis for a lower bound.

On the upper bound, the gap comes from the fact that we are ensuring stronger resilience than we need. From Theorem [TT] we
know that we require p; < c and p?,, < ca, and from the optimal error rate, we want p; < cal=2/k_The resilience we ensure in
Lemmal|C.19is (a, p1 = a'=%/%, py = al=2/¥ p3 = o'~1/¥) which is guaranteeing unnecessarily small p; and p3. A similar
slack was also there in mean estimation, which did not affect the final sample complexity. In this case with linear regression and
hypercontractive distributions, it causes sample complexity to be larger. Tighter analysis of the resilience which guarantees larger
p2 and p3 can improve the the first term in the sample complexity in its dependence on «, but cannot close the a~2/¥ gap. On the
lower bound, we are using a construction of (Cai, Wang, and Zhang|2019, Theorem 4.1), which uses Gaussian distributions and
an independent noise. One could potentially tighten the lower bound with a construction that uses hypercontractive distributions
and a dependent noise.

For the second term, we provide a nearly matching lower bound of n = Q(min{d, log(1/8)} /ae) to achieve (1/~)|%1/2(3 —
B)|I? < O(a?~**)in Propositionproving that it is tight when § = exp(—©(d)). To the best of our knowledge, HPTR is
the first algorithm for linear regression that guarantees (&, §)-DP under hypercontractive distributions with dependent noise.
Proposition C.21 (Lower bound of hypercontractive linear regression with dependent noise). For any k > 4, let Py 1, 5
be a distribution over (z;,n;) € R? x R where z; is (k, k)-hypercontractive with zero mean and covariance ¥, and m; is
(k, k)-hypercontractive with zero mean and variance ~*. We observe labelled examples a linear model y; = x: B+ n; with
E[z;n;] = 0 such that 3 = X~ 'E[y;x;] . Let M. 5 denote a class of (¢, §)-DP estimators that are measurable functions over n
i.i.d. samples S = {(x;,y;)}7—, from a distribution. There exist positive constants c¢,7, k = O(1) such that, for € € (0, 10),

et 2-4/k
inf sup lEpn[ SY2(B(S) = B)|IF] > ¢ min{(dAlOg((l )/5)) 71} .

BEM: s %-0,PEP, | s 2 ne

Proof. We adopt the same framework as the proof of Proposition We choose P to be P = Py, i, It suffices to construct
index set V and indexed family of distributions Py, such that dpv (P,, P,y) = « and p(By, B./) > t where 3, is the least square
solution of P,. By (Acharya, Sun, and Zhang[2021, Lemma 6), there exists a finite set VV C R? with cardinality |V| = 22(4),
[lv]| = 1forallv € V, and ||[v — o'|| > 1/2 for all v # v" € V. Let f, »;(x) be density function of N'(u, X). We construct a
marginal distribution over R as follows,

/2, ifex =—a /%y,
Di(x) =1 «/2, ife=a Yk, . (59)
(1—a)for,..(x) otherwise,

It is easy to verify that Ep.[z] = 0, Ep. [z27] = (1 — a)lyxqg + @'~/ Fyu T and thus %Idxd = Ep» [z2T] = 2L 454 for
a < 1/2. Furthermore, we have

Eowrpl] (w,2) [F] < (u,0)" + (1—a)ef = O(1)

where we use the fact that there exists a constant c¢;, > 0 such that the k-th moment of Gaussian distribution is bounded by cﬁ.
Since $Lixq < Epv[za '] < 2L454, we know z is (O(1), k)-hypercontractive. We construct conditional distribution D" (y|x)
as follows

—a~Vk  ifp = —q /K

yle =4 al/k ifz =a Yk
N(0,1)  otherwise

v



Then we have

By = ]E;CNP; [xxT}il]E;c,yNP;‘y[xy]
= Euupy [zz ] Lol ky
This implies ¢ = min,zoev [|Bo — Burll = 1/2a" >/ Fming ey o — o' = Q(a'>/%). We are left to verify that
1n =1y — (B, x) is also hypercontractive:
EHUW = « |Ofl/k - UT]ExNP; [l’iUT]flU 1=3/k | (1—-a) Ew~N(072Idxd)[|$|k] =0(1),

where we used the fact that £-th moment of standard Gaussian is bounded by some constants Cj, > 0 and &k = O(1). It is easy to
see that total variation distance drv (P, P“ ) = .
Next, we apply the similar reduction of estrmatlon to testing with this packing V as in the proof of Proposition [B.T8] For
(¢, 6)-DP estimator 3, using Theorem we have
sup Epa[[S(P)/2(5(S) — (P))|°]

PGP

W Z P)Y2(B(S) = B(P))II?)

veY

Y

- ﬁmgﬁ (H2<PU>1/2<B< )= BRI > ¢)
2 1 3
= F P (18(5) - BRI 2 ¢)

—e[na o)
ed/z.(%e fnal _ )

l—e—¢

> 42
~ 1+ed/2€—sﬁm¢'\ ’

where §(P) is the least squares solution of the distribution P, 3(P) is the covariance of « from P, and the last inequality follows
from the fact that d > 2. The rest of the proof follows from (Barber and Duchi[2014, Proposition 4). We choose

and t = Q(a'~2/%) for £ € (0, 10), so that
sup Epn [|£(P)(8(S) = B(P))|*] Z o~ */F .
peP

This means that for all £ > 4 there exist some &,y = O(1) such that

ne

inf sip  Epn[[SY2(3(S) — B(P))I?] 2 min { (

BEM. s =0, PEP, 1 5 42

d Alog(l — 65/5)>2_4/k 1}
which completes the proof by noting that v = ©(1).

D Covariance estimation
In a standard covariance estimation, we are given i.i.d. samples S = {z; € Rd}ie[n] drawn from a distribution Ps, ¢ with zero
mean, an unknown covariance matrix 0 < ¥ € R%*<, and an unknown positive semidefinite matrix ¥ := E[(z; @ 2; — ¥°)(2; ®
-7 e R xd? where ® denotes the Kronecker product. The fourth moment matrix ¥ will be treated as a linear operator
on a subspace Sgym C R4 defines as Seym = {M b e RY  Mis symmetric} following the definitions and notations from
(D1akonikolas et al.[2018)).
Definition D.1. For any matrix M € R4? [er M’ € R denote its canonical flattening into a vector in Rdz, and for any
vector v € RdQ, let v¥ denote the unique matrix M € RY%4 sych that M = v.
This definition of ¥ as an operator on Sy, is without loss of generality, as in this section we only apply ¥ to flattened

symmetric matrices, and also significantly lightens the notations, for example for Gaussian distributions. All d? x d? matrices
in this section will be considered as linear operators on Seym, and we restrict our support of the exponential mechanism in

RELEASE to be the set of positive definite matrices: {3 € R¥? : 3 = 0}.



Lemma D.2 ((Diakonikolas et al.|[2018, Theorem 4.12)). If P,y = N'(0, %) then Elz; @ x;] = X°, and as a matrix in RY >
we have W, (; 1)1 jn(k—1)+¢ = Sik2j,e + LieDjx forall (i, j, k, £) € [d]%, and as an operator on Ssym, we can equivalently
writeitas U =2(X ® X).

Further, we can assume an invertible operator ¥ and define the Mahalanobis distance for z; ® x;, which is Dq,(f) Y) =

|[w=1/2(5" — %°)||. For Gaussian distributions, for example, we have Dy (3, %) = (1/v/2)||2~ /25212 — 14, 4], where
|| - || = denotes the Frobenius norm of a matrix. This is a natural choice of a dlstance because the total variation distance between

two Gaussian distributions is dry (N(0, 2), N (0, %)) = O(||2~ /25212 — 1,4 ) (see for example (Kamath et al.[2019,

Lemma 2.9)). We want a DP estimate of the covariance 3 with a small Mahalanobis distance Dy (f], ¥)). If the sample generating
distribution is not zero-mean, we can either apply a robust mean estimation with a subset of samples to estimate the mean or
estimate the covariance using zero mean samples of the form {z; — Ty [n/2] }ie[n /2]-

D.1 Step 1: Designing the surrogate Dg( ﬁ?) for the Mahalanobis distance

To sample only positive definite matrices, we restrict the domain of out score function to be Dsy; : {f) e RIxd . 3 - 0} — Ry,
and assume Dy (X) = oo for non positive definite X:

N (V.) — Sy (My.a)
VERIXd. VT =V,|| V| p=1 wv(MVa)

Ds(%) = , (60)

where we define the set My, similarly as in Appendix E We consider a projected dataset {(V,z;x)};cs and parti-
tion S into three sets BVa, My o and Ty, where By, corresponds to the subset of (2/5.5)an data pomts with small-
est values in {(V,z;2])}ics, Tv.o is the subset of top (2/5.5)an data points with largest values, and My, is the sub-
set of remaining 1 — (4/5.5)an data points. For a fixed symmetric matrix V € R¥*? with |V|p = 1, we define

Sv(Mvia) = o] Zeemy. (Veaia] ) and Py (Mvyia)? = i Yoemy. ((Vizia!) — EV(/\/tVa))2 which are

robust estimates of the population prOJected covariance Xy = (V, X) and pro_]ected fourth moment 1%, = (V*)TWV?’. Next,
we show that this score function Dg(3) recovers our target error metric Dy (3, %) = |0 ~1/2(3? — ¥*)|| when we substitute
Yy (My,q) and ¥y (My,,) with population statistics Xy and 1y, respectively. This justifies the choice of Dg(X) as discussed

in Appendix
Lemma D.3. Forany 0 < ¥ € R4 0 < ¥ and any invertible linear operator ¥ € RE*xd* op Seym, we have
<Va 2A:> — EV
max —_—
VERIXA:VT=V,||V| p=1 Yy
where Sy = (V, %) and ¢} = (V°) T 0V
This follows immediately from Lemma

o Ll 1)

D.2 Step 2: Utility analysis under resilience
The following resilience property of the dataset is critical in selecting A and 7, and analyzing utility.

Definition D.4 (Resilience). For some o € (0,1), p1 € Ry, and ps € Ry, we say a set of n data points Sgooa is (a, p1, p2)-
resilient with respect to (X, V) if for any T C Sgooa 0f size |T| > (1 — a)n, the following holds for all symmetric matrix
V € R with |V ||p = 1:

IN

(Viwial )= (V.2)| < oy, and (62

m X
7/

|T|Z (Viaial ) = (V,5) v} < patov . (63)

z; €T

Note that covariance estimation for {x;} is equivalent to mean estimation for {z; ® x;}. We can immediately apply the
mean estimation utility guarantee in Theorem@to show that || T~1/2(5" — ¥)|| = O(p;) can be achieved with n = O(d?/cc)
samples.

Corollary D.5 (Corollary of Theorem EI) There exist positive constants c and C > 0 such that for any («, p1, p2)-resilient
dataset S with respect to (X, V) satisfying « < ¢, p1 < ¢ and pg < ¢, and p? < ca, HPTR with the distance function in
Eq. ®0), A = 110p, /(an), and T = 42p, achieves || ¥ ~1/2(3> — 3°)|| < 32p; with probability 1 — ¢, if

@ +1og(1/(5))

Ex

> C (64)



Under Assumption |l|on qcorrupt-corruption and Definition on corrupt good sets extended to {x; ® x;}1 ,, it follows
from Theorem [10|that the same guarantee holds under an adversarial corruption.

Corollary D.6 (Corollary of Theorem[10). There exist positive constants ¢ and C > 0 such that for any ((1/11)a, a, p1, p2)-
corrupt good set S with respect to (X, W) satisfying o < ¢, p1 < cand pz < ¢, and p? < ca, HPTR with the distance function

in Eq. @0), A = 110py /(an), and T = 42p; achieves |¥~1/2(2" — || < 32p, with probability 1 — ¢, if
2
L Is0/00)

(a4

(65)

D.3 Step 3: Near-optimal guarantees

Covariance estimation has been studied for Gaussian distributions under differential privacy (Karwa and Vadhan/2017; Kamath
et al.[2019; |Aden-Ali, Ashtiani, and Kamath|2020) and robust estimation under a-corruption (Li and Ye|2020; |Diakonikolas et al.
2019;|Chen, Gao, and Ren|2018; Rousseeuw| 1985 Zhu, Jiao, and Steinhardt|2019)). Note that from Lemma|[D.2] we know that
¥ = 2(X ® %) and the Mahalanobis distance simplifies to Dy (3, %) = [|£1/255271/2 — 1, 4| for Gaussian distributions.

Gaussian distributions For Gaussian distributions, the second moment resilience in Eq. (62) is satisfied with p; =
O(alog(1/a)) and the 4th moment resilience in Eq. (63) is satisfied with p; = O(alog?(1/a)).

Lemma D.7 (Resilience for Gaussian). Consider a dataset S = {x; € R} of n iid. samples from N(0,%). If
n = Q((d* +1og(1/¢))/(a*log(1/e))) with a large enough constant, then there exists a constant C' > 0 such that S is
(o, Carlog(1/ ), Carlog? (1 /a))-corrupt good with respect to (£, = 25 ® X) with probability 1 — .

Proof. Since z is Gaussian, by Lemma we have U = E[z @ z — ¥*)(z @  — ¥")T] = 2¥ ® . We can write
Y =2Tr(VIIVE) =2(V,SV).
Lemma D.8 ((Li and Ye|2020, Lemma B.1) and (Dong, Hopkins, and Li[2019, Fact 4.2)). Let 6 > 0 and « € (0,0.5). A dataset
S = {x1, 22, ,x,} consists of n i.i.d. samples from N'(0,Lixq). If n = Q ((d?® +1og(1/¢))/(a?log(1/c))) with a large
enough constant, then there exists a universal constant C1; > 0 and Cy > 0 such that with probability 1 — (, for any subset
T C Sand|T| > (1 — a)n, we have

1
| S wom-L,| < Cialogi/a) , and
|T| z, €T
! T
'||T| D (wi@n —Tg) (ri @ - Lyg) —2lixa ©Laxal| < Coalog(l/a)® .

x, €T

By Lemma|D.8] we know with probability 1 — , for any subset 7' C S and |T'| > (1 — a)n, we have

1 _ _
TSy
xz, €T

‘ < Cialog(l/a) .

This is equivalent to

1

_ <
a < Cialog(l/a),

()T S Pe T @ @w) - (V) Ly,

z, €T

for any ||V || = 1. This implies

’(V")Tl—;' ZT(:cimi)(v*’)T@@z)l/?ngd\ < clalogu/a)\/(vb)T(E@z)vb,

which is also equivalent to, for some constant C

1
<v,|T| 5 xix:>—<v,z>

z, €T

< Calog(l/a)\/2(V,XVE) |

which proves the first resilience Eq. (62) in Definition
Similarly, by Lemma|[D.8] we have

< Chalog(l/a)?.

1 _ _ _ _ T
Tl S (BT a@n P — 1) (272 @ BP0 — Ty) — 2Mawa ® Taxa
x, €T




This is equivalent to for any ||V ||F = 1,
1 _ B 2
‘mlze:T <Vb,2 V2, @212, — szd> - 2‘ < Chalog(l/a)?.

This implies

1 2
‘m 3 <Vb,xi®xi —zb> —2(Vb)T(Z®E)Vb’ < Ohalog(l/a)? (V,ZVE) |
x; €T

which is also equivalent to, for some constant C'

‘ﬁ Z (V22| ) —(V, 2>)2 —2T1"(VTZVE)‘ < 2Calog(1/a)? (V,LVE) ,

x, €T

which proves the second resilience Eq. (63)) in Definition [D.4]
O

The second and fourth moment resilience properties of Gaussian distributions in Lemma|[D.7] together with the utility analysis
of HPTR in Corollary.D.6| implies the following utility guarantee.

Corollary D.9. Under the hypotheses of Lemma@ there exists a constant ¢ > 0 such that for any « € (0, ¢), a dataset of size

_ o @ +1og(1/¢) | d? +1og(1/(5¢))
n=0(" log(1/a) © ae ).

a sensitivity of A = O(log(1/a)/n), and a threshold 7 = O(alog(1/«)) with large enough constants are sufficient for
HPTR(S) with a choice of distance function in Eq. (60) to achieve

|20 ~Lyeallr = Olalog(1/a). ©o

with probability 1 — (. Further, the same guarantee holds even if a-fraction of the samples are arbitrarily corrupted as in
Assumption([]]

This Mahalanobis distance guarantee (for the Kronecker product, {z; ® x; }, of the samples) implies that the predicted Gaussian
distribution is close to the sample generating one in total variation distance (see for example (Kamath et al.[2019, Lemma 2.9)):
drv(N(0,32),N(0,%)) = O(|=~1/2881/2 — 14,4/l#) = O(alog(1/a)). This relation also implies that the error bound is
near-optimal under a-corruption, matching a lower bound up to a factor of O(log(1/«)). Even if DP is not required and we are
given infinite samples, an adversary can move « fraction of the probability mass to switch a Gaussian distribution into another

one at Mahalanobis distance ||21_1/ 22221_1/ >~ Igxdllr = Q(a). Hence, we cannot tell which of the two distributions the
(potentially infinite) samples came from.

The sample complexity is near-optimal, matching a lower bound up to a factor of O(log(1/«)) when § = e~ (@),
For a constant ¢, HPTR requires n = O(d?/(a?log(1/a)) + d?/(ae) + log(1/8)/(ae)). This nearly matches a lower
bound (that holds even if there is no corruption) on n to achieve the guarantee of Eq. (66): n = Q(d?/(alog(1l/a))? +
min{d?,log(1/8)}/(eclog(1/a)) +log(1/8)/e). The first term follows from the classical estimation of the covariance without
DP, and matches the first term in our upper bound up to a O(log(1/«)) factor. The second term follows from extending the
lower bound in (Kamath et al.|2019)) constructed for pure differential privacy with 6 = 0 and matches the second term in our
upper bound up to a O(log(1/a)) factor when § = e~©(@*)_ The last term is from (Karwa and Vadhan|2017) and has a gap of
O(1/«) factor compared to the third term in our upper bound, but this term is typically not dominating when § is large enough:

§ = e~ We note that a slightly tighter upper bound is achieved by the state-of-the-art algorithm in (Aden-Ali, Ashtiani, and
Kamath|2020) that only requires O(d?/(alog(1/a))? + d?/(ealog(1/a)) + log(1/8)/e).

If privacy is not concerned (i.e., ¢ = o), HPTR achieves the error in Eq. (66) with n = O(d? /a? log(1/a)) samples. There
are polynomial time estimators achieving the same guarantee (Li and Ye|2020; Diakonikolas et al.[2019). The gap of log(1/«) to
the lower bound in the error can be tightened using algorithms that are not computationally efficient as shown in (Chen, Gao, and
Ren|2018; [Rousseeuw||1985)).

Remark. When we only have a sample size of n = O(d/a?), our analysis does not provide any guarantees. However,
for robust covariance estimation under a-corruption, one can still guarantee a bound on a weaker error metric in spectral
norm: | £~1/288 12 — I4,4]| = O(alog(1/a)) (Zhu, Jiao, and Steinhard2019, Theorem 3.4). There is no corresponding
differentially private covariance estimator in that small sample regime. A promising direction is to apply HPTR framework,
but designing a score function for this spectral norm distance that only depends on one-dimensional robust statistics remains
challenging.



E Principal component analysis

In Principal Component Analysis (PCA), we are given i.i.d. samples S = {z; € R?}™ , drawn from a zero mean distribution
Ps, with an unknown covariance matrix 2. We want to find a top elgenvector of ¥, u € arg max|,|=1 v T, privately. The
performance of our estimate % is measured by how much of the covariance is captured in the direction 4 relative to that of u:
Ds,() = 1 — (4" Xa/u" Su), where u is one of the top eigenvector of . When the mean is not zero, this can be handled
similarly as in covariance estimation in Appendix [D}

E.1 Step 1: Designing the surrogate score function Dg(x)
It is straightforward to design a score function of Dg : S~ — R where S(*~1 is the unit sphere in R¢,

0 N(Ma,a)i

&
MaxX,cpd||y=1 ¥ 2(My,a)v

Ds() = 1- , (67)

where My o C S is the subset of data points corresponding to the smallest (1 — (2/3.5)a)n values in the projected set
Sq = {(t,2;)°}2,es and EMaa) = 1/IMaal) Xriem, z;x; . Note that when we replace ¥(My ) with the population

covariance matrix 3, we recover the target error metric of Dy;(@) = 1 — (@' $@/ max =, v' Xv). For this choice of Dg(),
the support of the exponential mechanism is already compact, and we do not restrict it any further, say, to be in B, g. This
simplifies the HPTR algorithm and also the analysis as follows. We define

UNSAFE, = {S’CRdX”|EIS“~S’ and 3E such that P,

uNT(E,A,S”)(ﬁ EE)>eP (W€ E)

AT (o AL ST
O Pir_ o o (0 € B) > Pap_, 1 (BEE)} .

Note that sine the support is the same for all S, we can achieve a stronger pure DP with § = 0 in the exponential mechanism.

However, we still need § > 0 in the TEST step. HPTR for PCA proceeds as follows:

1. PROPOSE: Propose a target sensitivity bound A = 80p2/(an).

2. TEST:

2.1. Compute the safety margin m = mings dg (S, S’) such that S € UNSAFE, /5.
2.2. If m = m + Lap(2/e) < (2/¢)log(2/0) then output L, and otherwise continue.
3. RELEASE: Output 4 sampled from a distribution with a pdf:

N 1 3 N
reas(@ = e (- Ds@)

from S{=Y = {a € R? : ||a = 1} where Z = [+, exp{—(cDs(@))/(4A)} da.

The choice of p, depends on your hypothesis on the tail of the sample generating distribution, and v depends on the target
accuracy as guided by Theorem [I3] (or the fraction of adversarial corruption in the case of outlier robust PCA setting in
Theorem. The target privacy guarantee determines (e, ).

E.2 Step 2: Utility analysis under resilience
The following resilience properties are critical in selecting the sensitivity A and also in analyzing the utility.

Definition E.1 (Resilience for PCA). For some p1 € Ry, pa € Ry we say a set of n data points Sgooa = {x; € R}, is
(v, p1, po)-resilient with respect to S for some positive semidefinite > € R™? if for any T C Sgood of size |T| > (1 — a)n, the
following holds for all v € R? with ||v|| = 1:

IN

v, ;) p1 0, and (68)

(
‘|T| z; €T

<v7 xi>2 - 012)

P20y . (69)

IA

‘|T| z, €T

where 02 = v’ Y.
We refer to Appendix [B.2] for the explanation of how resilience is fundamentally connected to sensitivity. For an example of a

Gaussian distribution, the samples are (a, O(a+/log(1/@)), O(alog(1/a)))-resilient (with a large enough n). We show next
how resilience implies an error bound for HPTR, which is O(a log(1/«)) for Gaussian distributions.



Theorem 13. There exist positive constants ¢ and C' such that for any («, p1, p2)-resilient set S with respect to some ¥ and
satisfying o < py < ¢, HPTR Appendix|E. I\for PCA with the choices of the distance function in Eq. and A = 80ps/(an)
achieves 1 — (1" Xa/|||) < 20py with probability 1 — ¢, if

n > C(10g(1/(5C))+d10g(1/p2)) .

(70)

(a4

We discuss the implications of this result in Appendix [E.3]for specific instances of the problem. Under Assumption [I]on
Qcorrupt-corruption of the data and Definition on the corrupt good sets, we show that HPTR 1is also robust against corruption.

Theorem 14. There exist positive constants ¢ and C' such that for any ((2/7)a, «, p1, p2)-corrupt good set S with respect to
some X satisfying o < rhos < ¢, HPTR in Appendix[E.1|for PCA with the choices of the distance function in Eq. and
A = 80py/(an) achieves 1 — (4" /||X||) < 20pg with probability 1 — ¢, if

> o ((oB0L00) + dloglfpn)) |

- Ex

n (71)

We provide a proof of the robust and DP PCA in Appendix [E.2] where Theorem I3]follows immediately by selecting « as a
free parameter. As the HPTR Appendix [E.I|for PCA is significantly simpler, we do not apply the general analysis in Theorem [I5]
and instead we prove The above theorem directly. To this end, we first show a bound on sensitivity and next show that safety test
succeeds with high probability in Appendix [E.2}

Resilience implies bounded local sensitivity Given the resilience properties of a corrupt good set S, we show that the
sensitivity of Dg (%) is bounded by A.

Lemma E.2. Suppose a < c for some small enough constant c. For A = 80ps/(an), and a ((2/7)a, «, p1, p2)-corrupt good S,
if

n — Q(M)7

ag

with a large enough constant then the for all S’ within Hamming distance k* = (2/¢)log(4/(¢9)) from S, we have

Jax |Ds (i) — Ds(a)] < A, (72)

Sor all unit vector @ and all neighboring dataset S”.

Proof. The proof is similar to the proof of Lemma We first assume (k* + 1)/n < «/7, which requires n =
0(log(1/6¢))/(ae) with a large enough constant. This implies that S” is a ((3/7)a, «, p1, p2)-corrupt good set. The rest of this
proof is under this assumption. Let 73 o (S”) C .S be the subset of data points corresponding to the largest (2/3.5)an values in

the projected set S7, = {(u, xi>2}mi€S“ Recall that Sy004 is the original resilient dataset before corruption by an adversary. From
Lemmaand the fact that [Sgo0d N T, (S”)] > (1/7)an, it follows that (1/|Sgood N Ta,a(S7)]) D i, 2:)% <

(14 (2p2)/((1/7)x))o2, where 0, = V4" Y. This implies

Iiesgoodmﬂl,a <

2p2 2
(1/7)a)°'ﬂ ' (73)

Let Mg,o(S’) be the remaining subset of S’ with (1 — (2/3.5)a)n smallest values in {((@, ;))?}iejn]- Ma,a(S’) and
Mo (S”) can differ at most by one data point. Let z’ and z” be the unique pair of data points that are in My o(S”) and
Mo (S"), respectively. If there is no such pair, then the two filtered subsets are the same and the following claims are trivially
true.

It (ﬁ,x”)z < maxy, e pm, o (s7) (U z;)? < MiNg, €9, 004NTh.0(57) <ﬁ,xi>2, we have | (ﬁ,x’>2 — (ﬁ,x”)z | < (14 14pa/a)o?,

. L2
min (G, x;)* < (1 +
2;€Sg00dNTa,a

where 02 = 47 4. If (@, 2”)° > max,, e, . (s7) (@ 2)°, then 2" is at most (@, 2”)? < min,,es, .7, .. (s7) (i, 2:)2, where
equality holds if the smallest point in the top subset enters M o (S”). This also implies | (@, z')* — (@, ) | < (14 14py/a)o2.
Let 02 = v TS (M, (5"))v and 0//2 = v "% (M, o(S"))v, then for any |jv]| = 1,

1 1
I B S T L N s B
(1 — (2/35)0[)n 17;6./\/[1,,2(1(5/) (1 - (2/35)0{)“ Iq‘,eMv,Qa(S”)

2 2 14
f|<v7x/>2 _ <1},.’IJN>2| < 7(1 + ﬂ)UTEU ,
n n [0}

IN



for o < ¢ small enough. Then for the local sensitivity, we have

12 G2

u u u u

|Ds/(@) — D (@) <

12

’ o ‘ O./JQ 0.4/2
2
maxHUH:l oy maxHUH:l Oy

12
Max|y||=1 0y

g< 14,02) ﬁTEa+1.1aTzag(1 14p2)”EH
a /093] T 0.92]Z)2 n o ’

IN

where we used the resilience in Eq. @ with small enough ps < c such that 090 S < 01’}2 < 1.1v"'Xvand 0.9 T Zv <
ol/? < 1.1v " S (which follow from Lemma|E.4). When p» < a, this is bounded by |Dg/@) — Dgr ()] < 80p2/(an) = A.
O]

Since the support is the same for all exponential mechanisms regardless of the dataset, sensitivity bound immediately implies
safety. The following lemma shows that we have sufficient safety margin to succeed with probability at least 1 — (, since
k* = (2/¢)log(4/(6¢)) and the threshold is (2/¢) log(2/6).

Lemma E.3. Under the hypothesis of Lemma for any S" at Hamming distance at most k* from S, we have S’ € SAFE, /5.

Proof of Theorem[14] This proof is similar as the proof of a universal utility analysis in Theorem[T3] First, we show we pass
the safety test with high probability. By Lemma|[E.3] we know m > k* = 2/clog(4/(¢6)). Then we have

~—

P (output L) =P (m + Lap(2/e) < (2/e)log(2/5)) <

N[y

Next, we assume the dataset passed the safety test and show that Py, o o (0" 54 > (1 —4p2)[|Z])) > 1 —¢/2.

Lemma E4. Foran ((2/7)a, a, p1, p2)-corrupt good set S with respect to S, then 0" X4 — 0T X(Mg.o)0t| < 4pai' S
Proof. We have

| Yien, , (a)? = 02)]

W' %0 -0 S(Maa)d| =
e E(Maa)il (1-1(2/3.5)a)n

L2 L2
| D ieMaanSg00a (0 20)” = 02 | i wnsgons (@ @i) " = 03)] a4
- (1—-(2/3.5)a)n (1-(2/3.5)a)n
For i € Mg,a N Spad, by Lemma[B.4] we have
Srer s ()% = o)
~ 2 2 7'E,I_u,ar"'sgoocl ) u 2
i) —oal < 04
| (@, x;) og| max{ Toor 1 Sponl o
2p20'g
_“P2% 75
- (1/35)a’ (75)
where in the last inequality, we applied our assumption that ps > a.
By the resilience property Eq. (69) on My o N Sgood, We also have
L2
| ZiEMa,aﬂSgood (<7.L, ‘T2> - 03” < 2 (76)
o5 .
‘Mma N Sgood‘ = P20%
Plugging Eq. (75) and (76)) into (74), we have
CTan . o 2p20% 4+ (1 —(2/3.5)a)pao?
T T 2
Z - E U,o < L t < 4 TAR)
i 2 = 4 E(Maa)i] < 1—(2/35)a = %204
for a < ¢ small enough. O

This implies |Dx (@) — Dg(@)] < 4p2 for an ((2/7)c, o, p1, p2)-corrupt good set S.

Let pu(-) denote the uniform measure on the unit sphere. By the fact that for any 0 < r < 2, a cap of radius r on the
(d — 1)-dimensional unit sphere S(*~1) has measure at least (1/2)(r/2)%! from, for example (Kapralov and Talwar|[2013]
Fact 3.1), we have for some constant ¢co > 0 and p, < 1/8,

1

p({v € R vTS0 > (1= 4p) S]], lv]l = 13) > (cos™ (1 — 4py)/2)" " > e~c2dloal/p2) (77)



By Lemmal[E.4] the choice of A = 80p2/(an), we have

P (IZl —a"=a < 4po[|Z])

U~T(e,A,9)

/ T(e,a,5)(0) dft
{veR®:v T Zv>(1-4p2) |2, |lv]|=1}

> Vol({veR¥:v"Sv>(1—4p)|Z|, 0] =1 i 1
> ({v v Xv > (1—=4p2)|[Z]], [|v] }),ze{vem:wz&l&pz)qu,”vuzl} T(ea,8) (1)
> Vol(S¢Y eR?: v Su > (1 —4p) |2, 0]l = 1 i ?
> ol( ) n({v v X > (1—4p2)|IZ], [Jv]| })ae{ueRd:szvzn(l1H—14p2)|\E|\,||u\|:1}T(E’A’S)(u)
AT ~
e e e A LI
Z A8 ja)|=1,4p,>1- 2T 50 (b

[>]

1 QEN
> 1(S(d—1)y p—cadlog(1/p2) — { — 7}
= VO (S ) e Z exXp 40 )
and similarly,

Py, Y —a'Sa > 20p|2|) < Vol(S—D i
cas (IB=a"%a > 20p)2]) < Vol )ﬁE{UERd:UTvar(nla;XQOpQ)HEll,HvH:l}T(E’A’S)(u)

< Vol(S(-D) L o—can(20m—1pa)IE1/ (32002 21)
- Z
1
< Vol(st4=1) Z exp{ — o;—i)n}
This implies

> —— —cadlog(1/pz) .
P (M —aT%a > 20p2]2]) ) = cadlog(1/p2)

Panrias (>‘1 — 40 < 4P2HE||) can
o )

A~T (2 AL S)

Ifwesetn = (log(l/CHdlog(l/pQ)), we get

EQ

P
P

ﬁNT(s,A,S) ()\1 — ﬁTE’& S 4p2)\1)
Al — LALTZ’[AI, Z 20[)2)\1)

S 2
U~T (o AL S) ( S ’

which completes the proof.

E.3 Step 3: Achievability guarantees
We provide utility guarantees for private PCA for sub-Gaussian and hypercontractive distributions.
Sub-Gaussian distributions Using the resilience of sub-Gaussian distributions with respect to (4 = 0, %) in Lemma|B.12
which is the same as the resilience properties we need for PCA in Definition [E.T} Theorem [T4]implies the following corollary.
Corollary E.5. Under the hypothesis of Lemmawith p = 0 and any PSD matrix ¥ € R*¥9, there exist universal constants
cand C > 0 such that for any . € (0, ¢), a dataset of size
n = o dtlog(1/¢) | log(1/(6¢)) + dlog(1/(alog(l/a)))
(alog(1/a))? e ’

and sensitivity of A = O(log(1/a)/n) with large enough constants are sufficient for HPTR(S) in Appendix or PCA with
the choices of the distance function in Eq. (67) to achieve

A Y}

- W < Calog(l/a), (78)

with probability 1 — (. Further, the same guarantee holds even if a-fraction of the samples are arbitrarily corrupted as in
Assumption[I]

The error bound is near-optimal under a-corruption, matching a lower bound up to a factor of O(log(1/«)). HPTR is the
first estimator that guarantees (&, §)-DP and also achieves the robust error rate of 1 — @' Xi/||2|| = O(alog(1/a)), nearly
matching the information theoretic lower bound of 1 — @ " $4/||%|| = Q(a). This lower bound, which can be easily constructed
using V(0,1 + cere; ) and (0, I + cezeq ), holds for any estimator that is not necessarily private and regardless of how many



samples are available. If privacy is not required, near-optimal robust error rate can be achieved by outlier-robust PCA approaches
in (Kong et al.|2020; |Jambulapati, L1, and Tian[2020).

The sample complexity is near-optimal, matching a lower bound up to a factor of O(log(1/«)) when 6 = e¢=°(%), Even for
DP PCA without corrupted samples, HPTR is the first estimator for sub-Gaussian distributions to nearly match the information-
theoretic lower bound of n = Q(d/(alog(1/a))? + min{d, log((1 — e~¢)/8)}/(carlog(1/a))) to achieve the error in Eq. (78).
The first term is unavoidable as even without DP and robustness, when the data comes from a Gaussian distribution, estimating
the principal component up to error « log(1/a) requires Q(d/(alog(1/a))?) samples (Proposition [E.7)). The second term in the
lower bound follows from Proposition which matches the second term in the upper bound up to a factor of O(log(1/«))
when ¢ = ¢=©(@ and £ > 0. Existing DP PCA approaches from (Chaudhuri, Sarwate, and Sinha|2013} Kapralov and Talwar
2013} |[Dwork et al.|2014) are designed for arbitrary samples not necessarily drawn i.i.d., and hence require a larger samples size
of n = O(d/a? + d*\/log(1/6)/(ce)) i.i.d. samples from a Gaussian distribution to achieve the guarantee in Eq. (78), where

O hides polylogarithmic terms in 1/ and 1/¢.

o(d)

Remark. Rank-k PCA under a-corruption from a Gaussian dataset is of great practical interest. An outlier-robust PCA algorithm
in (Kong et al.[2020, Appendix D) outputs an orthonormal matrix U € R?** achieving

Te(U) XU) — To(UTS0) = O(aTr (U] SU) + vk ?alog(1/a)) ,

where Uy, € arg maxyry_g, UTSU and v? = maxVERdxd7‘|V‘|F:17V:VT,rank(v)§k<V, YV¥). It is a promising direction
to design a DP rank-k PCA algorithm by applying the HPTR framework that can achieve a similar error rate. It is not immediate
how to design an appropriate score function for general rank k, and a simple technique of peeling off rank-one components
one-by-one (using the rank-one PCA with HPTR) will not achieve the target error bound.

Proposition E.6 (Lower bound for private sub-Gaussian PCA). Let Ps; be the set of zero-mean sub-Gaussian distributions with
covariance 33 € R4, Let M. s be a class of (g,3)-DP, d-dimensional estimators of the top principal component of 3. using n
i.i.d. samples from P € Ps. Then, for ¢ € (0, 10), there exists a universal constant ¢ > 0 such that

u(S)Tzu(S)} N c.min{d/\log((l—6_5)/6)’1} |

inf sup Egopn |1-—

WEM 5 ¥>0,PEPs ||2H ne

Proof. We adopt the same proof strategy as the proof of Proposition [B.I8]for mean estimation. By (Acharya, Sun, and Zhang
2021, Lemma 6), there exists a finite index set VV C R? with cardinality |V| = 24D, |lv|| = 1 forallv € V and ||v — v'|| > 1/2
for all v # v’ € V. Foreach v € V, we define ¥, := Ijxq + avv " and P, := N(0,%,) for some a € (0,1/2). It is easy to see
that Iy g = 3, =< 3L;x4/2 and the top eigenvector of 3, is v. For v # v’ € V, we know ||Z;1/22UZ;1/2 —Igxdllr = O(a).
By (Kamath et al.[2019} Lemma 2.9), this implies drv (N(0,3,), N (0,%)) = O(a).

Since ||[v — v'|| > 1/2, we have

v S 1+ a(v,0)? a o«
[Zo ]l l+a “8(1+a) 12°

DEU’ (U) =1

The principal component estimation problem can be reduced to a testing problem with this packing V. For (¢, 6)-DP estimator

i, using Lemma , lett = <2/

12

, we have

N 1 N
sup Espn[Ds(@)] > =Y Esupp[Ds, ()]
PePs |V| vey
1
= 5 > P (Ds,(@) 2 1)
|V| %
ed/2 . (lefe(na] _ 57£>
Z " 2 1—e :

1+ ed/2e—¢lnal
where the last inequality follows from the fact that d > 2. The rest of the proof follows from (Barber and Duchi|2014, Proposition

4). We choose
1 . (d 1o 1—e¢
= —minq - — —_—
*= e 2 OB Tsee

sup Egpn[Ds, ()] 2 o .
PePs

so that



This implies, for t = a/12 and ¢ € (0, 10),

inf sup Egpn[Ds(0)] = min{
UWEMe s $-0,PePs

dNlog((1—e7%)/9) , 1}

ne
which completes the proof. O

It is well known that even for Gaussian distribution, learning the principal component up to error « requires 2(d/a?). We
provides a lower bound proof here for completeness.

Proposition E.7 (Sample Complexity Lower bound for PCA). Let Px; be the set of zero-mean Gaussian distributions with
covariance ¥ € R¥*?, Let M be the class of estimators of the d-dimensional top principal component of ¥ using n i.i.d. samples
from P € Px. There exists a universal constant ¢ > 0 such that

A~ T A
inf su Eg~pn 1—M > c¢-min é1 .
R p S )
@eMa $-0,PePs [1%]] n

Proof. The following proposition will help us prove a minimax lower bound on estimating ||X||. Let us first define some
notations.

Definition E.8 (Definition 3.1 in (Diakonikolas, Kane, and Stewart|2017)). For a distribution A on the real line with probability
density function A(x) and a unit vector v € RY, consider the distribution over R™ with probability density function P,(x) =
A(vTz) exp(~|lz — (vT2)v[3/2) - (2m)~ -1/

Proposition E.9 (Proposition 7.1 in (Diakonikolas, Kane, and Stewart|2017)). Let A be a distribution on R such that A has
mean 0 and x*(A, N(0, 1)) is finite. Then, there is no algorithm that, for any d, given n < d/(8x*(A, N(0,1))) samples from
a distribution D over RY which is either N (0, I) or P, for some unit vector v € R%, correctly distinguishes between the two
cases with probability at least 2/3.

To apply Proposition [E.9] let A be Gaussian distribution /(0,1 + «). Through simple calculation, it can be shown that
) =

X2(N(0,1),N(0,1 + ﬁ — 1 < a? whenever o < 1/2. Then for the first case in Proposition 1= = 11|l =1,

the second case has ||X|| = 1 + «, and Proposition [E.9|implies there exists absolute constant ¢ such that

: {\/E }
> c¢-min —, 15 .
n

Since we can turn a principal component estimator «(.5) into an estimator of || X|| through n additional fresh samples to estimate
u(8) TXu(S) up to a minor multiplicative error O(1/+/n). This implies there exists a universal constant ¢ > 0 such that

A T A
inf su Egopn [1— M > c¢-min é 13 .
N p )
4€EMa $%-0,PePs HZ” n

Hypercontractive distributions In this section, we apply our results on hypercontractive distributions in Definition |B.14
Using the resilience of hypercontractive distributions with respect to (¢ = 0,%) in Lemma[B.15] which is the same as the
resilience properties we need for PCA in Definition[E.I] Theorem [T4]implies the following corollary.

Corollary E.10. Under the hypothesis of Lemmawith k > 3, u = 0 and any PSD matrix ¥ € R**9, there exist universal
constants ¢ and C' > 0 such that for any o € (0, ¢), a dataset of size

W= O d k2a?~%/kdlogd  k*dlogd n log(1/(5¢)) + dlog(1/alt=2/%)
- C2(-1/k) o2(1—1/K) (2=47k 2 Q2/k o ’

A
inf sup Egopn |1-— Q
A\ $-0,PePs 1=l

O

and sensitivity of A = O(al_z/ ¥ /n) with large enough constants are sufficient for HPTR(S) in Appendix for PCA with the
choices of the distance function in Eq. to achieve

A T A

u' X0

1——— < Ca' %k, (79)
1%l

with probability 1 — (. Further, the same guarantee holds even if a-fraction of the samples are arbitrarily corrupted as in
Assumption[]]



The error bound is optimal under a-corruption up to a constant factor. HPTR is the first estimator that guarantees (e, §)-DP
and also achieves the robust error rate of 1 — @' X4 /||| = O(a'~2/*), matching the information theoretic lower bound
of 1 —a"Xa/||2| = Q(a'~2/F). This lower bound can be easily constructed using the construction in Eq. (39), where two
hypercontractive distributions are at total variation distance O(«) and the top principal component of one distribution achieves an
error lower bounded by 1 — @ %4/ 2| = Q(a'~2/%). Even if privacy is not required, there is no outlier-robust PCA estimator
matching this optimal error rate for general k.

The sample complexity is n = O(d/a?~1/%) 4 (d + log(1/5))/(ea)) for constant {, k, and «, where O hides logarithmic
factors in 1/« and d. Even for DP PCA without corrupted samples, HPTR is the first estimator for hypercontractive distributions to
guarantee differential privacy. The information-theoretic lower bound is n = Q(d/a?*=2/%) + min{d,log((1 —e%)/8)}/(ag))
to achieve the error in Eq. . The first term is unavoidable even without DP and robustness, when the data comes from
a Gaussian distribution, because estimating the principal component up to error o' ~2/* requires Q(d/a?(1=2/%)) samples
(Proposition . There is a gap of factor O(a~2/¥) compared to the first term in our upper bound. Since the sample complexity
lower bound in Proposition is constructed using Gaussian distributions, it might be possible to tighten it further using
hypercontractive distributions. The second term in the lower bound follows from Proposition[E.TT| which matches the last term
in the upper bound up to a factor of O(log(1/a)) when § = ¢=®(®) and ¢ > 0. To the best of our knowledge, HPTR is the first
algorithm for PCA that guarantees (e, §)-DP under hypercontractive distributions.

Proposition E.11 (Lower bound for hypercontractive private PCA). Let Ps; be the set of zero-mean hypercontractive distributions
with covariance ¥ € R4*9. Let M. 5 be a class of (¢, §)-DP estimators using n i.i.d. samples from P € Ps,. Then, fore € (0, 10),
there exists a constant c such that

AT e e 1-2/k
inf sup Egopn [1_u2u} > cmin{(d/\bg((1 € )/6)) ,1}. (80)

GEMe 5 B0, PEPs; (P} N ne

Proof. We use the same construction as the distribution of « in the proof of Proposition[C.21] By (Acharya, Sun, and Zhang
2021, Lemma 6), there exists a finite index set VV C R? with cardinality |V| = 24, |lv|| = 1 forallv € V and ||v — v'|| > 1/2
forall v # v € V. Foreachv € V and o € (0,1/2), we construct the density function of distribution P, as defined in
Eq. (39). Let X, denote the covariance matrix of P,. The proof of Proposition shows that 3, = (1 — a)Igxq + al=2/kyy T,
drv(P,, P)) = aand that P, is (O(1), k)-hypercontractive.

Since ||jv — v'|| > 1/2, we know (v, v") < 7/8 and we have
’UTE;)’U 1— o+ al=2/k <va/>2 al—2/k al—2/k

= 1 — > I
1S I—a+a2F  “8l-atal 2k~ 12

ng,(l}) =1-

for o < ¢ small enough.
Next, we apply the reduction of estimation to testing with this packing V. For (g, §)-DP estimator 4, using Lemma|B.19] let

t = (Xl;;/k, we have
. 1 N
sup Eg.pn[Dx(d)] > v > Eswpy[Ds, (@)
PePs eV
1 N
= > P (Dx, (@) > 1)
veV
ed/2 . <;e—sma1 _ L)
2 l—e—¢
2t :

1+ ed/2e—e[nal
where the last inequality follows from the fact that d > 2.
The rest of the proof follows from (Barber and Duchif2014} Proposition 4). We choose

a—imin @— lo l—e™
" ne 2~ S8 Tases

sup Espn[Ds, (4)] Z o
PeP

This means, for t = (1/12)a'~%/* and ¢ € (0, 10),

e 1-2/k
inf sup Eg.pn[Dx(1)] 2 min { <d M log((1 )/§)> ,1} )

WEM: s pPcp ne

so that

which completes the proof. O



F General case: utility analysis of HPTR

We prove the following theorem that provides a utility guarantee for HPTR output 6 measured in D¢(é ,0).

Theorem 15. For a given dataset S, a target error function Dy : RP x RP — Ry, probability ¢ € (0, 1), and privacy (g, 0),

HPTR achieves D¢(é, 0) = cop for some p > 0 and any constant ¢y > 3¢y with probability 1 — ( if there exist constants
c1,c2 > 0and (A € RY,p € R") such that with the choice of k* = (2/¢)1og(4/(6¢)), 7 = (co + c1)p, the following
assumptions are satisfied:

(a) (Bounded volume) (7/8)T — (k* + 1)A >0,

VO](BT+(k*+1)A+Clp,S)
Vol(B(7/8)r—(k*+1)A—c1p,S)
Vol({8 : Dy(8,0) < (co + 2¢1)p})
Vol({6 : Dy(6,6) < c1p})

(b) (Local sensitivity) For all S" within Hamming distance k* from S, maxgn g/ |Dsr(ji) — Dg (1) < A for all i €
By (k*13)A,5,

e . (co—3c1)
(c) (Bounded sensitivity) A < g5 i b s, and

(d) (Robustness) |D¢(9, 0) — Ds(é)| < cip for all b € B;s.

The parameter p € R represents the target error up to a constant factor and depends on the resilience of the underlying
distribution P 4 that the samples are drawn from. We explicitly prescribe how to choose the parameter p for each problem
instance in Appendices D and [E] Following the standard analysis techniques for exponential mechanisms, we show
that the output concentrates around an inner set {9 : D¢(é, 0) < cop}, by comparing its probability mass with an outer set
{6 D¢(é, 0) > c1p}. This uses the ratio of the volumes in the assumption and the closeness of the error metric and D(f) in
the assumption When there is a strict gap between the two, which happens if ep/A > p 4 log(1/() as in the assumption
this implies Dy (6, 60) < cop with probability 1 — ¢. We provide a proof in Appendix

A major challenge in analyzing HPTR is in showing that the safety test threshold k* = (2/¢) log(4/(¢)) is not only large
enough to ensure that datasets with safety violation is screened with probability 1 — §/2 but also small enough such that good
datasets satisfying the assumptions and pass the test with probability 1 — /2. We establish this first in Appendix

F.1 Large safety margin

In this section, we show in Lemma [F.3] that under the assumptions of Theorem we get a large enough margin for safety such
that we pass the safety test with high probability. We follow the proof strategy introduced in (Brown et al.[2021) adapted to our
more general framework. A major challenge is the lack of a uniform bound on the sensitivity, which the analysis of (Brown et al.
2021) relies on. We generalize the analysis by showing that while the data does not satisfy uniform sensitivity bound, we can still
exploit its local sensitivity bound in the assumption

The following main technical lemma is a counter part of (Brown et al.[2021, Lemma 3.7), where we have an extra challenge
that the sensitivity bound is only local; there exists 6 far from 6 where the sensitivity bound fails. We rely on the assumption
to resolve it. Let wg(B) £ [}, exp{—(¢/4A)Ds(fi)}dfi be the weight of a subset B C RP. The following lemma will be used
to show that the denominator of the exponential distribution in RELEASE step does not change too fast between two neighboring
datasets.

Lemma F.1. Under the assumption and § € (0,1/2), for a dataset S’ at Hamming distance at most k* from S, if
wg (BT—A,S’) > (1-9)wg (BT+A75/) then S’ € SAFEE,462557T.

Proof. We follow the proof strategy of (Brown et al. 2021, Lemma 3.7) but there are key differences due to the fact that we
do not have a universal sensitivity bound, but only local bound. In particular, we first establish that under the local sensitivity
assumption, B, g» C B g forall S” ~ S’, which will be used heavily throughout the proof. Since Dgn(0) < Dg/(8) + A
for all é S BT+(k*+3)A,Ss we have BT,S” N BT+(I€*+3)A7S C BT+A,S’- We are left to show that B.,—ys// \ BT—Q—(k*-&-S)A,S =,
which follows from the fact that (Br s \ Bry(x=+1.5)a,5) N Bryk=4+3)a,5) = 0 and Dgr (é) is a Lipschitz continuous
function. Similarly, it follows that B A s+ C By g». In particular, this implies that B s; C B (x43)a,5 for any S’ with
di(S',S) < k*.

We first show that for any £ C B, g one side of the (¢/2,4e/25)-DP condition is met: P 0 € E) <

ee/QIPéNT( N S”)(é € E) + 4e/%§ for all S” ~ S’ where 7., sy and r(c a r,5) are the distributions used in the ex-

GNT(E,A,T,S'>



ponential mechanism as defined in @) respectively. For B = B, ¢« N B, s, we have

borin, o 0EE) = Py, (BeENB)+P;,  (0€E\D)
b (9 € ENB) R .
= (e.8,7,5) ]P)é/\/’,’ (9 ceEnN B) + I[Dé/\/ (9 S \ B)
P, (e ENB) ~Tearsy T(e.amS")

9“””(5 A,7,8')

P

O~T(e,a,7,5)

P

NI

(0 € ENB)

< Ps
(h e ENB) ""reamsy

(9 S E) + ]P)éNT(E,A,T,S/> (9 € BT,S”) .

The ratio is bounded due to the local sensitivity bound at S’ as

(QEEQB) 65/4’(1}5//(37_75//)
@eENB) ws (Br,s1)

eNT(E,A,T,S/)

éNT(E,A.T,S”)

pe/2ws (Brs»)

<

N wgr(Brs1)

< GE/QMS/( T+AS) < 68/2 1_,_26 ,
- wg(Brs) ( )

where the second inequality follows from the fact that wg» (A) < ef/Swg (A) forany set A C B sr U Brsv C Bry=43)A,8
and the third inequality follows from the fact that B g» C Bra g . From the assumption on the weights, it follows that
wgs (BT—‘,-A,S/)/U),S’ (BT,S’) S wS/(BT+A,S/)/wS/(BT—A,S’) S 1/(1 — 5) S 1 + 25 fOI' 5 < 1/2 Slmllarly,

éNT(s,Am—,s’)(a ¢ BT7S”) < éNT(E‘A,T,S’)(e ¢ BT—A,S')
- wg (Br_a,s7) _ws(Broas) _ 5
- ws'(Brs:) — ws(Brias) T

(0 € E) + 4¢°/%6.
(0 € E) < /%P,

Putting these together, we get P; (9 eFE)< eE/QIP’eNT( Ars)

Next, we show the other side of the (¢/2, 4¢*/25)-DP condition: P;
for all S” ~ S. We need to show an upper bound on the ratio:

(0 € ENB) e/ s (Brs) ws(Br.s)

@ecENB) ~ wg (B TSf)

ee/2 28\ 2TS) ws(Br )

ws(BT,s')

pe/2_Ws(Brs)
wg(Br-a,s)

9/\/7’( A, 7,87

(6 € E) +4e*5

0~r N O~T(c, A, r,5)

O~T( a7,

éNT(E,A,T,S)

IN

< (1+20)e/?,

IN

For the probability outside B g/,
(é g BT,S’) S PéNT(E N (é e BT+A,S’ \ BT,S’)

O~T (e A, 57

)
o ws'(Bryas \ Brs')
- wsr (Br,sr)
< 2V (Brya,s \ Brs)
- wgr (B s1)
< e2Vs (Bria,s’) — ws/(Br,s)

wgr (Br-a,s)
< eP1425-1) = 2e/%5 .
where the first inequality follows from B, g» C Brya g, the second inequality follows from (B-ya s \ Brs7) N B g C

Bria,s \ Br g, the third inequality follows from the fact that B, ¢ C B, a ¢ and the local sensitivity assumption, and the

last inequality follows from the weight assumption and B,_a s € B g'.
O



The next lemma identifies the range of the threshold k* = O(7/A) that ensures safety.
Lemma F.2. Under the assumption if there exists a g > 0 such that 7 — A(k* + g+ 1) > 0 and

VollBriaw+n.s) =2 o L —cpzg : (81)
Vol(Br_A(k*+9+1),5) 8
then S' € SAFE . /3 5/2,-) for all S" within Hamming distance k* from S.

Proof. Consider S’ at Hamming distance k away from S. From Lemma it suffices to show that
ws (Br—a.s7)/ws (Bria,s) > 1 — 6§ for &' = (1/8)e~¢/25, which is equivalent to
ws' (Bria,s' \ Br—a,s)/ws (Brya,sr) <6 .

The denominator is lower bounded by

'LUS’(BT+A,S’) > wS/(B-r—A(1+g),S/) > VOI(BT_A(l_;'_g),S/)e_E(T_A(1+g))/(4A)

> Vol(B,_a(14g4k.s)e ST A0H/(EA)

where the last inequality uses the local sensitivity (the assumption [(b)). The numerator is upper bounded by

ws (Brya,s \ Broas) < ws(Brigry1)a,s \ Broas) < VOI(BT+(I€+1)A,S)€_€(T_A)/(4A) ;

where the first inequality uses the local sensitivity. Together, it follows that

ws'(Brya,s' \ Broas) _ Vol(Br (k1)a,s)e =7 —2)/14) < § = Lerg

ws'(Bria,s) = VOl(Broa(14g+h),s)e T A0HO)/AA) T 8

as e S(T=A)/(44) Je=e(r=A(1+9))/(4A) — ¢=9/4 which implies safety.

*

We next show that k* = O((1/e)log(1/(5¢))) is sufficient to ensure a large enough safety margin of m, — k* =
Q((1/e)log(1/¢)).
Lemma F.3. Under the assumptions and of Theorem Jor k¥ = (2/e)log(4/(8C)), if du(S',S) <
(2/5) log(4/(§6)) then S’ € SAFE(5/2’6/2}T).
Proof. Applying Lemma[F.2with k* = (2/¢)log(4/(6¢)) and g = (1/(8A))7, we require

Vol(Br 1 A(k*+1),5) eBA < 1675/25,
Vol(B(7/8)r—A(k++1),5) 8

From the assumption [(a)] it is sufficient to have
TE 1
o < - 76/2 .
xp {C”’ 327 } s 500
For A < (7¢)/(32(cop + (£/2) + log(8/4))), which follows from the assumption[(c)] this is satisfied. O

F.2 Proof of Theorem 13

We first show that we pass the safety test with high probability. Define the error event E as the event that we output L in the
TEST step. From Lemma[F.3] we have m. > (2/¢)log(4/(5¢)) under the assumptions and[(c)] This implies that

P(E) = P(m,+Lap(2/e) < (2/¢)log(2/6)) < %

We next show that resilience implies good utility (once safety test has passed). We want the exponential mechanism to output
an accurate 6 near 6 with high probability, i.e., P; (Dgy(0,0) > cop) < ¢/2. We omit the subscript in the probability

O~T(c A, 7,S)
for brevity, and it is assumed that randomness is in the sampling of the exponential mechanism. We want to bound by (/2 the
failure probability:

P(D¢(é,9) > cop)
P(Dy(0,0) < cip1)

Vol(B;.s) Maxg. . (§.0)>cop L
Vol({6 : Dy(8,6) < c1p}) ming. 5. (9.6 <er pr P

B(Ds(d.0) = cop)

>

)
)

)

>



as long as {é : D¢(é, 0) < cop} C B g (otherwise we are under-estimating the volume), which follows from the assumption
) 9,0

(d)} Ds(0) < (Dy(0,0) + c1p) < (co +c1)p = .
Similarly, since 6 € B, g implies Dy(6,0) < 7+ c1p = (co + 2¢1)p, the volume ratio is bounded by
Vol(B;.s) < Vol({8 : Dy(8,0) < (co + 2¢1)p})

Vol({6 : Dy(0,0) < c1p) Vol({6 : Dy(0,6) < c1p})

under the assumption [(a)] The probability ratio can be bounded similarly. From the assumption [(d)] we have

< 6021)

b

MaXp.py(0,0)>c P() c d
. 9(0,0)2cop ~ 1 < exp{ - E((CO*Cl)*(ch))p} < exp{f%} '
mlné;p¢(é,9)gc1pp(9)

When e¢2P—(e(co—3c1)p/ (4A))) < {/2, we have the desired bound. This is guaranteed with our assumption

G Auxiliary lemmas
Lemma G.1. For any symmetric ¥ = 0 and vector u € R?,

= |2 . 82
U:Iﬁﬁil v Yw b (82)

Proof. This follows analogously from the proof of Lemma|B. 1 [

Lemma G.2. Let 3, A € R4%4 pe g symmetric matrix. If —clgxq = VAR Y2 104 < clyxq for some ¢ > 0, then we
have for any u € R,

I572(A - Syl < ¢S]l - (83)
Proof. Using the fact that —I;.q = M < Ijxq implies —I;5 4 = M? < 1,4, for any symmetric matrix M, we know

—PLga 2 2V2A-D) 2 N A-D)2 Y2 < Py, (84)

which implies that
YL (A-D)HA-%) <22 (85)

Thus, we know
IS 2(A=D)ulP =u"(A— D)2 1A - D)u < u' Su = A8 2u? . (86)
O

H Existing lower bounds
Theorem H.1 (Lower bound for DP Gaussian mean estimation with known covariance (Kamath et al.|[2019, Lemma 6.7)). Let
i : R4 — [~ Ro, Rol? be an (¢, 6)-differentially private estimator (with § < \/8/(48\/§Rn\/log(48\/§Rn/\/(§))) such
that for every Gaussian distribution P = N (u, 0*14xq) (for —Ro < p; < Ro where j € [d]) and
do?R?
6

Eswpn [1a(S) - pl?] < a® <

(87)

do
then n > 3das-

Theorem H.2 (Lower bound for DP covariance bounded mean estimation (Kamath, Singhal, and Ullman| 2020, Theo-
rem 6.1)). Suppose [i is an (g,0)-DP estimator such that, for every product distribution P € R® such that E[P] = p,

SUPy:||v||=1 ]EwNPK'Ua xr — ,LL>2] <1land
Es~pn [||,&(S) - MHﬂ <o’ (88)

Thenn = Q (d/(ea?))

Theorem H.3 (Lower bound on the error rate for hypercontractive linear regression with independent noise(Bakshi and Prasad
2021, Theorem 6.1)). Consider linear model y = (3, x) + n, where optimal hyperplane (3 is used to generate data, and the noise
7 is independent of the samples x. Then there exists two distribution D, and Dy over R? x R such that the marginal distribution
over R? has covariance ¥ and is (ky,, k)-hypercontractive yet |21/ (B1 — Ba)|| = Q(/Fryal~*), where By and B are the

1/k

optimal hyperplanes for D1 and Dy respectively, v < 1/a/" and the noise 1 is uniform over [—, 7).



Theorem H.4 (Lower bound on the error rate for hypercontractive linear regression with dependent noise(Bakshi and Prasad|2021]
Theorem 6.2)). There exists two distributions D1, Dy over R? x R such that the marginal distribution over R? has covariance
S and is ki, k-hypercontractive yet | SY/2(By — Bo)|| = Q(\/Fryal=2*), where B1 and B are least square solutions for D
and Do, respectively, v < 1/ a'/* and the noise is a function of the marginal distribution of R?,

Theorem H.5 (Lower bound for DP sub-Gaussian linear regression (Cai, Wang, and Zhang|2019, Theorem 4.1)). Given i.i.d.
samples S = {(z;,vy:)}; drawn from model y; = (B, x;) + 1;, where n; ~ N(0,7%), B € © = {8 € R : ||B|| < 1},
P(|lz|| < 1) = 1, ¥ = Elxz "] is diagonal and satisfies 0 < 1/L < dApin(3Z) < dA\max(X) < L for some constant
L = O(1). Denote this class of distribution as P~ e x. Denote M. ;5 as a class of (¢, §)-DP algorithms. Then suppose € € (0, 1),
§ € (0,n=F") for some fixed w > 0, then there exists a constant such that

. d d?

s B [0 - 9] 2 e (G4 5 ) (59)
BEM. s X>0,PEP 0,5 n nse

Theorem H.6 (Lower bound of linear regression (Shamir|2015, Theorem 1)). A multiset of i.i.d. samples S = {(x;, ;) }; is

drawn from distribution P € R? x R in a class Ppy, where |y| <Y, ||lz|| < land 8 € Op = {8 € R : ||3|| < B}. Then

there exists a constant c such that

inf  sup Epn {(y - <B(S),x>)2 — min (y — (B,x))ﬂ > cmin{YQ,BQ’ dTYQ BY} . (90)

)
B€Op PEPRB,y BEOE \/ﬁ

Theorem H.7 (Lower bound of Gaussian DP covariance estimation (Kamath et al.|2019, Lemma 6.11)). Let Y:Rv™d 5@
be an (£,0)-DP estimator (where © is the space of all d x d PSD matriaces), and for every N'(0,%) over R? such that
1/21gxa = X =2 3/21x4q,

a2

Es-vo.z [[15(5) = Sl | < o O1)

thenn > Q(d*/(ear)).
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